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Executive summary

This report establishes that data exploitation, despite its numerous benefits to society and the legal 

safeguards against harm, may sometimes result in data harms that has an adverse effect on data 

subjects. For this reason, data privacy rights continue to attract the interest of  a diverse group of  

stakeholders in West Africa, such as policy-makers who make data privacy rights policies, civil society 

organisations who advocate for data privacy rights policies that afford sufficient protection for the data 

subject, and tech companies who regularly engage in data exploitation practices in the course of  their 

normal business activities.

To support the involvement of  citizens in the design and formulation of  data privacy rights policy in 

West Africa, this report seeks firstly to highlight the institutional framework for data privacy rights 

policy-making at the regional and national levels in West Africa; the various data privacy rights policy 

instruments adopted at the regional and national levels in West Africa; and the associated mechanism 

for stakeholder engagement in the process of  data privacy rights policy-making in West Africa, if  any. 

In this regard, this report observes that data privacy rights policy-making – defined as the process 

by which policy-makers enact enforceable data privacy rights policies, laws and regulations to among 

other things mitigate against data harms – could take the form of  either lawmaking by the legislature 

or administrative rule-making by administrative agencies at both the regional and national level. The 

most prominent data privacy rights policy at the regional level is Supplementary Act A/SA.1/01/10 on 

Personal Data Protection within ECOWAS. At the national level, two main types of  data privacy rights 

policy are identified in most of  the countries of  the region. These are the data protection legislations 

that regulate how personal data may be used (or processed); and the registration of  identity legislations 

that prescribes the manner of  registering and managing personal data in an identity database.

Secondly, the report assesses the practice of  stakeholders’ engagement in data privacy rights policy-

making in West Africa. It found stakeholders’ engagement at the regional and national levels to be 

deficient because the policy-making in many instances did not comprise (a) public information (b) public 

consultation and (c) public participation – the three core elements of  an ideal stakeholder engagement 

process recommended by the Organisation for Economic Co-operation and Development (OECD) for 

an effective stakeholder engagement process. Thirdly, this report also conducts a stakeholder mapping 

exercise to identify the relevant data privacy rights policy stakeholders in West Africa, the outcome of  

which can serve as a useful tool for engaging stakeholders on data privacy rights issues. 
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In the light of  the deficient nature of  stakeholder engagement in data privacy rights policy-making, this 

report recommends that policy-makers implement the following as a means of  improving stakeholder 

engagement in their policy-making:

	Conduct regulatory impact assessment;

	Institute clearly defined processes involving stakeholders for monitoring and evaluating data 

privacy rights policies;

	Policy-making proposal should in all cases be accompanied by explanatory notes;

	Stakeholder to be engaged at all stages of  the policy cycle;

	Stakeholder consultation in legislative and regulatory proceedings must be in accordance with 

the gunning principles;

	Enact legislation mandating public consultation in all policy-making;

	Use the internet and social media as a channel for stakeholder engagement; and

	ECOWAS policy-making should facilitate the participation of  a wider group of  stakeholders from 

Member States.
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Chapter 1

Introduction and scope of report

1.1 Background

The evolution of  technology to harness the power of  data is one of  the key drivers of  the fourth 

industrial revolution. Without doubt, the advancement of  these technologies has led to increased 

productivity, efficiency in processes and generally improved societal conditions. However, there remains 

the concern that datafication (or data exploitation) presents several risks some of  which seriously 

undermine established human rights and democratic norms. While these technologies may have 

been designed to solve some of  society’s most pressing problems, their use has unfortunately led 

to unintended consequences due to the potential to process data on a massive scale and present it 

in ways unimagined before. For instance, Facial Recognition Technologies (FRTs) and the algorithmic 

processing of  personal data have been established in numerous studies to be discriminatory and in 

the case of  law enforcement use, overly broad and without proper legal safeguards to protect the 

individual from the arbitrary exercise of  State powers. In addition, some of  these technologies involve 

complex decision-making protocols with limited transparency in how outputs from data exploitation 

are generated. This has amplified their negative impact on individuals and the society at large further 

creating an urgent need for policies to intervene to adequately protect data privacy rights and, mitigate 

against these risks.   

‘Data privacy rights’ as used in this report is loosely based on Westin’s concept of  privacy as control 

over information1 and in this regard, refers to the right of  an individual to decide how data (personal 

and non-personal) relating to him may be used for a specific purpose. The reference to data in this 

context means information that exists and can be used to identify the individual,2 or can be derived 

about the individual and decisions based on that information.3 It also includes information that does 

not meet any of  the constituent elements of  personal data such as ‘any information’, ‘relating to’, ‘an 

identified or identifiable’ and ‘natural person’ provided for in most data protection legislation of  West 

African countries. 

1  Daniel J. Solove, Marc Rotenberg and Paul M. Schwartz, Information Privacy Law (2nd edn, Aspen Publishers 2006), p. 41.

2  This is the definition of  personal data adopted in most West African countries.

3  United Nations High Commissioner for Human Rights, ‘Report of  the United Nations High Commissioner for Human Rights’ (3 August 

2018) <https://undocs.org/A/HRC/39/29 accessed 29 September 2021> accessed 29 September 2021, para. 5.

https://undocs.org/A/HRC/39/29%20accessed%2029%20September%202021


2

Chapter 1 | Introduction And Scope Of  Report

At its most basic level, data is everything about the human being but in a digital form.4 It is integral to 

our individual identity, it is the language we speak, our viewing preferences, medical records, voices, 

learning, etc.5 Hence, examining and/or processing this information through technological means 

implicates data privacy rights, and by extension the individual’s right to privacy. Implicit in this right is 

the duty to ensure that data is used in such a manner that respects the fundamental human rights of  

the data subject. Data privacy rights also includes the various data subject rights granted under a data 

protection legislation.6 

The word policy is used in this report to refer to both government’s declaration, courses of  action, legal 

instruments and in some cases judicial decisions having the force of  law and impact on data privacy 

rights. The variety of  legal instruments embodying data privacy rights may include statutes, regulations, 

guidelines, etc. Data privacy rights policy issues are both substantive and procedural. Substantive 

issues among other things deal with the specific nature of  data privacy rights, data subject rights and 

data harms that can arise from data exploitation. Procedural issues in the context of  this report is 

limited to only the stakeholder engagement process respecting data privacy rights policy-making. In 

this report, ‘data privacy rights issues’ and ‘data privacy rights policy issues’ are used interchangeably, 

unless otherwise stated. 

In West Africa, the discussion of  data privacy rights appears to be polarised with the proponents arguing 

that the adoption by Big Tech would improve society and fast track development while opponents 

see only the risks of  datafication and the resulting concern of  how best data privacy rights may be 

guaranteed. Indeed, stakeholders continue to play an active role in shaping conversations on how 

data privacy rights policy issues may be framed having regards to the particular interest pursued. 

For instance, stakeholders from the Big Tech community have in the past argued in favour of  light 

touch regulation to govern their systemic data exploitation activities while civil society organisations 

advocating for the protection of  data privacy rights would like to see government enact strict policy 

measures that puts a rein on datafication.

In the light of  this development, this report conducts a mapping exercise of  stakeholders in the data 

privacy rights policy landscape of  West Africa. As part of  this report, we also identify defects in the data 

privacy rights policy-making process and make recommendations on how stakeholder engagement in 

data privacy rights issues may be improved in West Africa. 

4  Nima Elmi, ‘Is Big Tech Setting Africa Back?’ (11 November 2020) <https://foreignpolicy.com/2020/11/11/is-big-tech-setting-africa-

back/> accessed 4 October  2021.

5  ibid.

6  Indeed, the ability of  the data subject to exercise control over his data is the primary purpose for creating data the subject’s right.

https://foreignpolicy.com/2020/11/11/is-big-tech-setting-africa-back/
https://foreignpolicy.com/2020/11/11/is-big-tech-setting-africa-back/
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1.2 Report objectives

The main objective of  this report is to understand the actors and policy-making process in the entire 

data privacy rights policy landscape of  West Africa. 

This objective is further broken down into three secondary research objectives which are:

i. Provide insights and critical analysis on potential pathways to support the involvement of  citizens 

in the design, regulation, and application of  technology and data privacy rights policy-making;

ii. Map data privacy rights civil society, private sector, research institutes, advocates, public agencies, 

policy processes across West Africa; and

iii. Identify emerging tech policy issues with social, economic and political ramifications in West 

Africa.

1.3 Methodological Approach

Provide insights and critical analysis on potential pathways to support the involvement of citizens 
in the design, regulation, and application of technology and data privacy rights policy-making

Through desk research, we describe the institutional framework for data privacy rights policy-making 

and the various policy instruments adopted at the regional and national level in West Africa, and 

any associated mechanism for stakeholder engagement in this process. Specific examples of  this 

process in some West African countries are used as illustrations. This report also highlights the various 

technologies or application of  these technologies that can give rise to data privacy rights concerns and 

in some cases, how these concerns may be addressed in the various policy arena. In describing data 

privacy rights policy-making in West Africa, we employ doctrinal legal research and the literal rule of  

interpretation based on our analysis and plain dictionary interpretation of  texts contained in applicable 

data privacy rights policies, policy-making processes and case laws. However, this should in no way be 

construed as an authoritative interpretation of  the law or the correct legal position.

The output from this objective is contained in Chapters 3, 4 and 7 of  this report.7 

7  See paragraphs below for report outline.
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Map data privacy rights, civil society, private sector, research institutes, advocates, public agencies, 

policy processes across West Africa8 

Stakeholders are defined as persons or organisations who have a vested interest in a particular policy.9 

These persons believe themselves to be affected or likely to be affected by a proposed policy initiated 

by the government. The commonality of  interest in data privacy rights policy is the basis by which these 

stakeholders are identified and subsequently mapped at the regional and national level in West Africa. 

In other words, the criteria for mapping stakeholders is, firstly identifying those who are affected (or 

likely to be affected) by, or who can affect data privacy rights policy issues in West Africa. Essentially, 

these are stakeholders who we have determined to have sufficient interest in data privacy rights policy, 

either by way of  support, opposition or taking a neutral position, and/or those that can set policy for 

data privacy rights in West Africa. 

Thereafter, we determine the motivation and level of  influence of  each identified stakeholder. After 

which we make our conclusions based on comparing information relating to the various stakeholder 

characteristics considered in the mapping exercise. The stakeholder mapping exercise is contained in 

Chapter 6 of  this report,10 while our description of  the institutional framework for, and mapping of  data 

privacy rights policy-making in West Africa contained in Chapter 411 forms the basis of  Chapter 712 on 

the potential pathways for the involvement of  citizens and other stakeholders in the design, regulation, 

and application of  technology and data privacy rights policy issues.

Identify emerging tech policy issues with social, economic and political ramifications in West Africa

Through desk research, this report identifies and discusses some of  the emerging tech policy issues 

with social, economic and political ramifications, that have recently attracted the attention of  key 

stakeholders in West Africa. It also explores existing policy initiatives or how policy discussions may be 

framed to address these issues. 

The output of  this research is contained in Chapter 8 of  this report. 

Organise and conduct webinars

Two webinars were conducted on the 11th and 25th of  February 2022, where the outcome of  these 

secondary research objectives as contained in this report were subjected to stakeholders’ input. This 

report is the final version that incorporates relevant stakeholders’ comment obtained during these 

webinars.

8  A more detailed explanation of  the methodology applied for this objective is provided in Chapter 6.

9  Kammi Schmeer, ‘Guidelines for Conducting A Stakeholder Analysis’ (November 1999)   <https://www.who.int/management/

partnerships/overall/GuidelinesConductingStakeholderAnalysis.pdf> accessed 24 September 2021, p. 3. 

10  See paragraphs below for report outline.

11  ibid.

12  ibid.

https://www.who.int/management/partnerships/overall/GuidelinesConductingStakeholderAnalysis.pdf
https://www.who.int/management/partnerships/overall/GuidelinesConductingStakeholderAnalysis.pdf
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1.4 Report outline

The outline of  this report and the summary of  each chapter is as follows;

Executive 
Summary

This part summarises the findings of  the report and set out recommendations 

made to improve stakeholder engagement in data privacy rights policy issues 

in West Africa.

Chapter 1: 
Introduction and 
scope of  research

This chapter sets out the background to, and scope of  this report. It also 

explains the objectives of  this report and the methodology used in achieving 

these objectives.

Chapter 2: 
Sociopolitical context
of  West Africa

This chapter provides an overview of  the economic, social, cultural and 

political developments in West Africa, including select regional initiatives 

relevant to the report. 

Chapter 3: 
Emergence of  data 
privacy rights issues 
in West Africa

This chapter starts with a discussion of  the concept of  data privacy rights. 

It thereafter discusses the evolution of  data privacy rights issues in West 

Africa and how the widespread use of  information and communications 

technologies (ICTs) and other technologies for data exploitation can result in 

data harms, thus, amplifying data privacy rights issues. The concerns raised by 

stakeholders in some West African countries, regarding these data harms are 

also highlighted in this chapter. 

Chapter 4: 
Mapping the 
data privacy right     
policy-making process 
in West Africa

This chapter describes the institutional framework for data privacy rights 

policy-making including the various policy outputs adopted at the regional and 

national level in West Africa, and any associated mechanism for stakeholder 

engagement in this process. Specific examples of  this process in some West 

African countries are also used as an illustration. The institutional framework 

described in this chapter is assessed against good practices found in the 

academic literature on stakeholder engagement in the policy-making process. 

Based on this assessment, this chapter identifies defects in the stakeholder 

engagement process which will form the basis of  recommendations made in 

Chapter 7 for an improved stakeholder engagement process in data privacy 

rights policy-making.
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Chapter 5: 
Highlights of  some 
extant and proposed 
data privacy rights 
policies in West Africa

This chapter provides a summary of  some extant and proposed data privacy 

rights polices highlighting the salient features of  these policies in select West 

African countries. If  the policy is in force, this summary would indicate the 

available redress mechanism by which an individual may pursue a remedy 

for a data privacy right violation and/or how it is enforced in practice. Both 

regional level and national data privacy rights policies are reviewed in this 

chapter.

This chapter begins with an explanation of  the importance of  stakeholder 

analysis in policy-making. It thereafter conducts a mapping exercise of  some 

identified stakeholders in the entire data privacy rights policy landscape of  

West Africa and presents the highlights and findings of  this mapping exercise. 

In discussing the findings, country-specific case studies are highlighted.

Chapter 6: 
Mapping data 
privacy rights policy 
stakeholders in West 
Africa

Chapter 7: 
Recommendations 
for an improved 
consultation in data 
privacy rights
policy-making

This chapter makes recommendations on how citizens and stakeholder 

engagement may be improved in data privacy rights policy-making.

Chapter 8: 
Emerging tech policy 
issues in West Africa

A complementary chapter that discusses some of  the emerging tech policy 

issues with social, economic and political ramifications, that have recently 

attracted the attention of  primary and/or key stakeholders in West Africa 

and policy initiatives presently undertaken, or how policy discussions may be 

framed to address these issues. 
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Chapter 2 

Socio-political context of West Africa

West Africa, defined in this report as the 15 Countries that constitute the Economic Community of  

West African States (ECOWAS),13 has a population of  about 397 million, a GDP of  $687m and a per 

capita income of  $1,730.14 The countries within this region present significant differences in their 

demography, economy, and population. Nigeria accounts for more than half  of  the population while 

Cape Verde accounts for less than 0.5%. Population growth in the region stands at 2.75%15 which 

leaves the region with a projected population of  796 million by 2050.16 The median age is 18.2 years 

currently and is projected to be 22.7 years by 2050, making the region one of  the youngest in the 

world. 

Just like the marked difference in national demography, the West African countries present a wide 

difference in their economic statistics. While Nigeria accounts for more than half  the GDP, Cape Verde 

has the highest GDP per capita at over $3000. The lowest GDP per capita in the region is that of  Sierra 

Leone at $485. The region accounts for the highest concentration of  countries with the least GDP and 

GDP per capita in the world. The average GDP per capita in the region is $1,730 while 11 out of  the 

15 countries are classified as least developed countries (LDCs).17 Four of  the countries of  the region: 

Niger, Mali, Sierra Leone and Burkina Faso rank in the bottom 10 in the UN Human Development Index 

2020, with Niger ranking the lowest globally (Figure 1).

13  This uses the terms ‘West Africa’ and ‘ECOWAS region’ interchangeably to refer to the 15 Member States of  ECOWAS, vis: Benin, 

Burkina Faso, Cape Verde, The Gambia, Ghana, Guinea, Guinea-Bissau, Ivory Coast, Liberia, Mali, Niger, Nigeria, Senegal, Sierra Leone, and 

Togo. While it is acknowledged that some literature and international organisations use the terms ‘West Africa’ or ‘Western Africa’ Africa 

more generally to include some non-ECOWAS Member States, this report is focused on the 15 Member States of  the ECOWAS. 

14  https://countryeconomy.com/countries/groups/economic-community-west-african-states 

15  Landscapes of  West Africa: A window on a changing world. https://eros.usgs.gov/westafrica/population; UN Worldometer- https://

www.worldometers.info/world-population/western-africa-population/ 

16  Population Pyramid- https://www.populationpyramid.net/western-africa/2050/; 

17  The United Nations describes LDCs as low-income countries confronting severe structural impediments to sustainable development. 

LDCs are highly vulnerable to economic and environmental shocks and have low levels of  human assets. United Nations, Least Developed 

Countries (LDCs) <https://www.un.org/development/desa/dpad/least-developed-country-category.html> accessed 7 December 2021. 

The four non-LDCs in the region are Capo Verde, Cote d’Ivoire, Ghana and Nigeria. 

https://countryeconomy.com/countries/groups/economic-community-west-african-states
https://eros.usgs.gov/westafrica/population
https://www.worldometers.info/world-population/western-africa-population/
https://www.worldometers.info/world-population/western-africa-population/
https://www.populationpyramid.net/western-africa/2050/
https://www.un.org/development/desa/dpad/least-developed-country-category.html
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Figure 1: UN Human Development index 2020 (showing the bottom 10 Countries)

After many years of  predominant military dictatorship, most of  the countries in the region now have 

stable democracies marked by regular elections and peaceful transition of  power. However, political 

instability remains rife in the region with the occasional intervention of  the military in the government 

of  some countries like the recent cases in Mali and Guinea.18 Mass protests and violent agitations 

against governments have been recorded in Burkina Faso, Cote d’Ivoire, Guinea, Mali, Nigeria and 

Togo between 2019 and 2020. These protests and agitation are targeted at unpopular governments 

and government policies, manipulation of  the constitution or electoral process in favour of  incumbent 

governments, state-sponsored violence on citizens, etc. 

The region is also embroiled in a war against terrorism and insurgency in some of  the countries such 

as Burkina Faso, Mali, Niger and Nigeria where Boko Haram, Islamic State of  West Africa (ISWAP) and 

other splinter terrorist groups and bandits are active. According to the Political Stability Index,19 West 

Africa has four countries20 in the bottom 20 and two countries21 in the bottom 10.

18  In 2020, Guinea and Mali(twice) witnessed coups. These coups have been liked to the general atmosphere of  political instability and 

legitimacy deficits of  the ousted administrations. John Campbell, ‘Coups are Back in West Africa’ Council for Foreign Relations 8 September 

2021 <https://www.cfr.org/blog/coups-are-back-west-africa> accessed 6 December 2020.

19  The index of  Political Stability and Absence of  Violence/Terrorism measures perceptions of  the likelihood that the government will be 

destabilized or overthrown by unconstitutional or violent means, including politically-motivated violence and terrorism. The index is an 

average of  several other indexes from the Economist Intelligence Unit, the World Economic Forum, and the Political Risk Services, among 

others < https://www.theglobaleconomy.com/rankings/wb_political_stability/> 

20  Mali, Nigeria, Niger and Burkina Faso. 

21  Mali and Nigeria.

https://www.cfr.org/blog/coups-are-back-west-africa
https://www.theglobaleconomy.com/rankings/wb_political_stability/
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Figure 2: Political Stability Index (showing the bottom 20 countries)

Source: https://www.theglobaleconomy.com/rankings/wb_political_stability/

United Nations Office for West Africa and Sahel (UNOWAS) report of  28 June 2021 stated that 

Concerns over the lack of  judicial independence, and its instrumentalization in a 

number of  countries, allegations of  arbitrary arrests and detentions, as well as the 

intimidation of  journalists and activists, and the use of  excessive force to quell 

civil unrest highlighted the persistent risks of  shrinking civic and political spaces. 

Perceptions of  impunity continued to undermine citizens’ confidence in State 

institutions, against a backdrop of  increasing incidence of  hate speech.22

The COVID-19 pandemic has added another layer of  complication to the development challenges 

faced by the region. Although the death toll is far from projections made by experts at the onset of  

the pandemic, the economy of  the region has suffered contraction leading to worsening poverty and 

humanitarian crisis.23 The pandemic has further accelerated the use of  ICT for a range of  activities in the 

economic, social and political spheres. This rather positive development occasioned by the pandemic 

has implications for the digital rights of  citizens. 

Human rights remain an ongoing concern in West Africa. Besides the traditional human rights concerns 

around violent repression of  citizens’ movement and political opposition, press censorship, etc the 

region is increasingly witnessing internet censorship. According to Internet Sans Frontières, countries 

in West and Central Africa have experienced internet shutdowns in the form of  total internet blackouts, 

22  UN Security Council, Report of  the Secretary-General on the activities of  the United Nations Office for West Africa and the Sahel 

(S/2021/612) <https://unowas.unmissions.org/sites/default/files/srsgreport-28june21.eng_.pdf> accessed 7 December 2021.

23  ibid 

https://www.theglobaleconomy.com/rankings/wb_political_stability/
https://unowas.unmissions.org/sites/default/files/srsgreport-28june21.eng_.pdf
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restriction of  access to certain websites (especially social media) and throttling of  bandwidth.24 West 

African countries that are reported to have implemented some form of  internet shutdown in the last 

five years include Benin, Burkina Faso, Guinea, Mali, Togo25 and Nigeria (where the shutdown of  Twitter 

remains in force). 

Despite these state-sponsored attacks on internet freedom, the internet continues to be an important 

part of  the political, social and economic life of  the region. This can be seen in the role of  the internet 

and especially social media sites play in mobilising votes during election campaigns, mobilising citizens 

for social and political causes, and the buying and selling of  various goods and services (e-commerce). 

The important role the internet plays in the lives of  the citizens of  the region is driven by the increasing 

internet broadband penetration in the region, the predominantly youthful population and access to 

relatively cheap internet data and smartphones. Internet usage grew at exponential rates in West Africa 

between 2010 and 2021, with a country like Togo recording the highest growth rate of  912%. The 

West African countries with the highest rates of  internet users are Cape Verde, Mali, and Nigeria, all 

having an internet penetration rate above 60%.26

While countries in the region are updating their laws with rules on data protection, cybercrimes, 

e-commerce transactions, etc, to reflect the new reality of  the internet age, there are also initiatives 

at the regional level to create trust and improve the experience of  citizens while using the internet. 

Accordingly, ECOWAS has adopted legal frameworks on e-transactions (Supplementary Act A/

SA.2/01/10), cybercrime (Directive 1/08/11) and personal data protection (Supplementary Act A/

SA.1/01/10). There are ongoing efforts to harmonise national laws on these issues. Like most parts 

of  the world, the internet age poses opportunities and threats to the West African region. While 

governments and malicious non-state actors seek to hijack the internet and control it for their ends, 

citizens rely on the internet as a source of  social, political, economic interactions and mobilisation. 

These citizens are susceptible to data privacy rights abuses by either the government, tech companies 

who exploit these data or malicious non-state actors. If  the internet must be a force for good within the 

region, the protection of  the rights of  the citizens to use it without fear of  suffering any harm must be 

prioritised.   

24  Internet Sans Frontières, ‘Internet Shutdowns by Governments in West and Central Africa, and Non-compliance with International 

Law Require Urgent Action’ <https://www.ohchr.org/Documents/Issues/Expression/Telecommunications/InternetSansFrontieres.docx> 

accessed 7 December 2021.

25  Christopher Giles and Peter Mwai, ‘Africa Internet: Where and How Are Governments Blocking It?’ BBC News 14 January 2020 <https://

www.bbc.co.uk/news/world-africa-47734843> accessed 7 December 2020.

26  Statista, ‘Percentage Change in internet Usage in West Africa between 2000 and 2021, by Country’ <https://www.statista.com/

statistics/1139345/internet-growth-in-west-african-countries/>. Accessed 7 December 2021.  

https://www.ohchr.org/Documents/Issues/Expression/Telecommunications/InternetSansFrontieres.docx
https://www.bbc.co.uk/news/world-africa-47734843
https://www.bbc.co.uk/news/world-africa-47734843
https://www.statista.com/statistics/1139345/internet-growth-in-west-african-countries/
https://www.statista.com/statistics/1139345/internet-growth-in-west-african-countries/
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Chapter 3 
Emergence of data privacy rights issues in West Africa

As earlier explained in Chapter 1, the use of  the term ‘data privacy rights’ in this report is loosely 

based on Westin’s concept of  privacy as control over information27 and in this regard, refers to the 

right of  an individual to decide how data (personal and non-personal) relating to him may be used for 

a specific purpose. Any regime that sets out a framework for data privacy rights is designed to give 

the individual more control over his data as well as protect the privacy of  these data, and by extension 

the privacy of  the individual. Having control over how data is used indicates that the individual can 

give meaningful consent28 otherwise the underlying framework for data privacy rights neither preserves 

individual autonomy, nor is it rights-preserving. 

Data privacy rights as a tech-policy issue emerged since ICTs, unlike the legacy communications 

networks were considered as the primary source of  the various forms of  privacy challenges currently 

experienced in parts of  the world.29 This concern is not so different in West Africa30 which has seen a 

steady increase in the uptake of  communications services powered by the rapid deployment of  mobile 

network infrastructure. As communications services scaled across the region and deepened penetration, 

so also did the underlying technology evolve from circuit switching used primarily for voice services into 

packet switching for internet services allowing for a more efficient data31transfer rate at minimal latency. 

Soon, came the realisation that the ‘data fume’, that is the data generated from using ICT dependent 

services that are connected to the internet32 was a minefield of  information that could be exploited for 

a diverse range of  purposes. Not only did these data exploitation practices by ICTs present a new and 

advanced threat to individual privacy, but they also threatened other individual freedoms guaranteed 

under international human rights instruments and/or national laws. For instance, where data about 

27  Daniel J. Solove, Marc Rotenberg and Paul M. Schwartz, Information Privacy Law (n 1), p. 41.

28  World Economic Forum, ‘Redesigning Data Privacy: Reimagining Notice & Consent for Human-Technology Interaction’ (July 2020) 

<https://www3.weforum.org/docs/WEF_Redesigning_Data_Privacy_Report_2020.pdf> accessed 2 November 2021, p. 21. 

29  Robin Mansell et al, ‘The challenges of  ICTs’ (September 2009) <https://www.oxfordhandbooks.com/view/10.1093/

oxfordhb/9780199548798.001.0001/oxfordhb-9780199548798-e-001?print=pdf> accessed 2 October 2021, p. 13. 

30  Hongladarom Soraj, A Buddhist Theory of Privacy (Springer Singapore 2016), p. 9.

31  Information that is inputted and/or transmitted over a communications network. Not to be confused with ‘data’, the subject of  this 

report.

32  Jim Thatcher, Living on Fumes: Digital Footprints, Data Fumes, and the Limitations of  Spatial Big Data’ (2014) International Journal 

of  Communication 1765, 1969.

https://www3.weforum.org/docs/WEF_Redesigning_Data_Privacy_Report_2020.pdf
https://www.oxfordhandbooks.com/view/10.1093/oxfordhb/9780199548798.001.0001/oxfordhb-9780199548798-e-001?print=pdf
https://www.oxfordhandbooks.com/view/10.1093/oxfordhb/9780199548798.001.0001/oxfordhb-9780199548798-e-001?print=pdf
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an individual can be used by authoritarian regimes to blackmail or even persecute him.33 As these 

ICTs (particularly the internet) continued to develop, it spun complementary technologies and services 

like Artificial Intelligence (AI) and Machine Learning (ML), FRTs, Virtual Voice Assistants (VVAs), cloud 

computing, smart cities, wearables, Radio-Frequency Identification (RFID), Real-Time Bidding (RTB), 

Internet of  Things (IoT), Fifth Generation (5G) and a host of  others that could acquire, combine and 

process data on a massive scale. 

It is a known fact that by simply being connected to the internet, individuals are effectively transformedinto 

walking sensors that facilitates data exploitation practices.34 The scale and depth of  these data 

exploitation practices are quite troubling and presents a real and apparent threat to democracy as it 

tended to shift the balance of  power from individuals to those who hold data about them35 coupled 

with its potential for abuse by both private and public sectors. For instance, FRTs which are used to 

process the digital image of  an individual for identification or verification has unfortunately enhanced 

the capability of  law enforcement agencies in Africa to conduct indiscriminate surveillance.36 

Other examples are the ability of  communications metadata generated in the course of  an active 

telecommunications session to provide insight into an ‘individual’s behaviour, social relationships, 

private preferences’ at a granular level,37 and location data, a by-product of  using communications 

services, which can give a near accurate triangulation in real-time and on a historic basis of  a mobile 

phone user’s geographic location, which have been reported on multiple occasions harvested and sold 

to third parties38 and in at least one case to military contractors.39 These practices while pervasive in the 

digital environment is so covert and more often than not hardly ever noticed by the average individual. 

Because these data which are now regarded as an essential input for internet-dependent services, 

member states of  the African Union (AU) as part of  their strategy for transforming the digital economy 

in Africa have taken a common position to ensure trust and confidence while using the internet is 

guaranteed. In this regard, the member states acknowledge the importance of  adopting legislation that 

gives better control of  data to their owner, among other measures.40

33  Brad Smith and Carol Ann Browne, Tools and Weapons (Hodder & Stoghton Ltd 2019), p. 45.

34  Lian Yuming (ed), Data privacy rights Law 1.0 (Peter Lang Ltd, International Academic Publishers 2019), p. 94.

35  Centre for Public Reform, Director General for Justice (European Commission) and LRDP Kantor Ltd, ‘Comparative study on different 

approaches to new privacy challenges, in particular in the light of  technological developments’ <https://op.europa.eu/en/publication-

detail/-/publication/9c7a02b9-ecba-405e-8d93-a1a8989f128b> accessed 4 October 2021, p. 16.

36  Tom Wilson in Nairobi and Madhumita Murgia, ‘Uganda confirms use of  Huawei facial recognition cameras’ (20 August 2019) <https://

www.ft.com/content/e20580de-c35f-11e9-a8e9-296ca66511c9> accessed 8 October 2021.

37  United Nations High Commissioner for Human Rights, ‘Report of  the United Nations High Commissioner for Human Rights’ (30 June 

2014) <https://www.ohchr.org/EN/HRBodies/HRC/RegularSessions/Session27/Documents/A.HRC.27.37_en.pdf> accessed 1 October 

2021, para. 19.

38  Council on Foreign Relations, ‘The Wild West of  Smartphone Data and Surveillance’ (1 February 2021) <https://www.cfr.org/blog/

wild-west-smartphone-data-and-surveillance> accessed 1 October 2021.

39 Aljazeera, ‘US military buys location data of  popular Muslim apps: Report’ (17 November 2020) <https://www.aljazeera.com/

news/2020/11/17/report-us-military-buying-location-data-on-popular-muslim-apps> accessed 1 October 2021. 

40  African Union, ‘Digital Transformation Strategy for Africa (2020 - 2030)’ (18 May 2020) <https://au.int/en/documents/20200518/

digital-transformation-strategy-africa-2020-2030> accessed 7 December 2021, pp 45 - 47. 

https://op.europa.eu/en/publication-detail/-/publication/9c7a02b9-ecba-405e-8d93-a1a8989f128b
https://op.europa.eu/en/publication-detail/-/publication/9c7a02b9-ecba-405e-8d93-a1a8989f128b
https://www.ft.com/content/e20580de-c35f-11e9-a8e9-296ca66511c9
https://www.ft.com/content/e20580de-c35f-11e9-a8e9-296ca66511c9
https://www.ohchr.org/EN/HRBodies/HRC/RegularSessions/Session27/Documents/A.HRC.27.37_en.pdf
https://www.cfr.org/blog/wild-west-smartphone-data-and-surveillance
https://www.cfr.org/blog/wild-west-smartphone-data-and-surveillance
https://www.aljazeera.com/news/2020/11/17/report-us-military-buying-location-data-on-popular-muslim-apps
https://www.aljazeera.com/news/2020/11/17/report-us-military-buying-location-data-on-popular-muslim-apps
https://au.int/en/documents/20200518/digital-transformation-strategy-africa-2020-2030
https://au.int/en/documents/20200518/digital-transformation-strategy-africa-2020-2030
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Concerns arising about the use of  ICTs have also been particularly expressed by citizens in Africa. For 

instance, the registration of  users of  communications services mandated by the telecommunications 

regulator of  several West African States led to serious oppositions on account of  suspicion that 

the exercise would enhance the capability of  the State to conduct surveillance operations,41 and its 

susceptibility to a data breach in which the victims have no possible avenue to seek redress against 

the custodian of  the database.42 Regarding the risk of  a data breach, a Senegalese citizen was heard 

saying in 2014 that ‘we need some guarantees from [custodians of  the database] about our personal 

information. I do suspect that some people within the institutions that collect our personal data are 

passing off  to some criminal syndicates.’43 In the case of  Nigeria, some politicians from the Northern 

part of  the country as far back as 2004 expressed concern that the proposed national ID database 

could be used to cross-reference existing population records to gain electoral advantage and/or unfairly 

exclude those otherwise eligible for government benefits.44 Motivated by the increasing use of  new 

technologies that impacted privacy, twenty Civil Society Organisations (CSOs) from Francophone West 

Africa called for the enactment of  legislations within the region to protect data privacy.45 

Despite the fact that several African States have committed to international human rights instruments 

like the Universal Declaration of  Human Rights 1948 (UDHR), the ever-changing landscape of  ICT 

applications and capabilities has made it necessary for stakeholders to advocate for stronger protections 

for data privacy rights which previously never been an issue of  concern,46 and for new rules to set 

standards requiring that data be used in a manner that protects both the privacy and freedoms of  the 

individual. The 1999 statement, ‘you have zero privacy [on the internet] – get over it’47 remains true 

today. Indeed, this same concern was expressed by the ECOWAS Heads of  State when they noted that 

‘a technology such as the internet, with its facilities of  profiling and tracing of  individuals, constitutes a 

favourable vector for gathering and processing personal data’.48 They further noted that ‘the increasing 

use of  [ICT] may be prejudicial to the private and professional life of  the users’. These concerns formed 

41  Privacy International and Jonction Senegal, ‘The Right to Privacy in Senegal’ (March 2013) <https://privacyinternational.org/sites/

default/files/2017-12/SenegalUPR_2013.pdf> accessed 3 October 2021, p. 5.

42  CIPESA, ‘Mapping and Analysis of  Privacy Laws and Policies in Africa Summary Report’ (July 2021) <https://cipesa.org/?wpfb_

dl=454> accessed 1 October 2021, p. 9. 

43  BizTech Africa, ‘Senegal moves to protect citizens’ personal data, (28 October 2014) <http://www.biztechafrica.com/article/senegal-

moves-protect-citizens-personal-data/9049/#.VnBGkfl97IU> accessed 3 October 2021.

44  BBC News, ‘Protests over Nigerian ID scheme’ (20 April 2004) <http://news.bbc.co.uk/2/hi/africa/3641907.stm> accessed 1 October 

2021.

45  Privacy International, ‘Francophone West African Civil Society Organisations Demand Better Privacy, Personal Data Protections’ (18 

October 2013) <https://privacyinternational.org/news-analysis/1228/francophone-west-african-civil-society-organisations-demand-

better-privacy> accessed 3 October 2021.

46  Samuel Wangwe , ‘Evolution, Status and Impact of  ICT on Economic Development and Transformation in Africa: An Overview’, <https://

media.africaportal.org/documents/WangweS_AnOverviewpaperonICT.pdf> accessed 2 October 2021, p. 14. 

47  Polly Sprenger, ‘Sun on Privacy: ‘Get Over It’’ (1 January 1999) <https://www.wired.com/1999/01/sun-on-privacy-get-over-it/> 

accessed 1 October 2021.

48  ECOWAS Data Protection Act, Recital 8.

https://privacyinternational.org/sites/default/files/2017-12/SenegalUPR_2013.pdf
https://privacyinternational.org/sites/default/files/2017-12/SenegalUPR_2013.pdf
https://cipesa.org/?wpfb_dl=454
https://cipesa.org/?wpfb_dl=454
http://news.bbc.co.uk/2/hi/africa/3641907.stm
https://privacyinternational.org/news-analysis/1228/francophone-west-african-civil-society-organisations-demand-better-privacy
https://privacyinternational.org/news-analysis/1228/francophone-west-african-civil-society-organisations-demand-better-privacy
https://media.africaportal.org/documents/WangweS_AnOverviewpaperonICT.pdf
https://media.africaportal.org/documents/WangweS_AnOverviewpaperonICT.pdf
https://www.wired.com/1999/01/sun-on-privacy-get-over-it/
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some of  the primary reasons for the adoption of  Supplementary Act A/SA.1/01/10 on Personal Data 

Protection Within ECOWAS (the ECOWAS Data Protection Act) on 16 February 2010.49 

3.1 Limitation of data privacy rights

While data privacy rights are necessary and subject to protection under the relevant data privacy rights 

policy, it should be borne in mind that it is not an absolute right as interference is permissible provided 

it meets the standards set under the applicable law. At the regional level, the African Charter on Human 

and People’s Rights applicable to all West African States by virtue of  the Revised ECOWAS Treaty 

provides in art. 4 that the State may take action to interfere with the right to privacy which arguably 

can be inferred from this provision, only if  such interference is not arbitrary. According to the decision 

of  the ECOWAS Court of  Justice in Hans Capehart Williams v The Republic of Liberia and 4 others50 an 

act is ‘arbitrary’ when it is not done in accordance with the principles of  law’.51 Thus, any interference 

with this right would be deemed arbitrary when it is not provided for by law or when the interference 

conflicts with the provisions of  the law. 

While this regional human rights instrument may not be enforceable in all African States, nonetheless 

its provision on permissible interference with privacy right is consistent with the provision of  local laws 

in some West African countries. For instance, art. 13 of  the Constitution of  Senegal provides that ‘The 

secrecy of  correspondence, postal, telegraphic, telephonic and electronic equipment is inviolable. No 

restriction on this inviolability is permitted except by operation of  law’. Similar provisions restricting the 

right to privacy is provided for in the Constitution of  Benin (art. 20), Burkina Faso (art. 6), Côte d’Ivoire 

(art. 8), Ghana (section 18), Liberia (art. 16), Niger (art. 29), Nigeria (section 45) and Togo (art. 28).     

In addition, the data protection legislation enacted by West African States provides several legal bases 

that can be relied upon by data users and/or the State in processing personal data, in the absence 

of  which any data processing operation would be deemed unlawful and subject to challenge by the 

national Data Protection Authority (DPA) and/or the individual whose data privacy right was violated.

3.2 Data harms

As technologies mature, past and ongoing studies have established an in-depth understanding of  

the specific nature of  the adverse effects on data privacy rights that results from data exploitation 

practices.52 These adverse effects referred to as data harms in this report ‘may impair, injure, or set back, 

of  a person, entity or society’s interests’53. These data harms could be inherent in the design of  the 

technology as a result of  which a harm may occur while it is in use irrespective of  the manner it is used. 

49  ibid., Recital 9.

50  ECW/CCJ/JUD/25/15.

51  ibid 26.

52  Joanna Redden and Jessica Brand, ‘Data Harm Record’ (August 2020) <https://datajusticelab.org/data-harm-record/> accessed 3 

October 2021.

53  ibid.

https://datajusticelab.org/data-harm-record/
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It could also result from the misapplication of  the technology whether intentional or not. The existence 

of  data harms therefore reinforces the need to enact data privacy rights policies to protect data privacy 

rights, and accordingly seek redress where any of  these rights may have been infringed upon. 

In the subsequent paragraphs are examples of  some of  the data harms arising from the use of  ICTs 

and related other technologies. In some of  these examples, the harm presents as an infringement of  

any of  the fundamental rights and freedoms of  the individual including his right to privacy. The effect is 

even more pronounced when the harm is suffered by a vulnerable person such as a child. While in other 

cases, the harm impairs, injures or sets back the individual’s interest rather than his fundamental rights 

and freedoms. Unless done for illustration, this report in discussing how data exploitation can result in 

a data harm, does not recommend any specific policy initiative to address these harms.54 Some of  these 

harms and technologies/activities as documented in the literature are:

3.2.1 Loss of privacy through the indiscriminate interception of communications

The harm suffered in this case is the loss of  privacy caused by an indiscriminate interception of  

communications. Interception of  communications occurs when a third party intercepts a communication 

in the course of  its transmission between the intended recipients. Interception includes all acts of  

monitoring, copying, diverting, duplicating and storing communications in the course of  their 

transmission by or for law enforcement or intelligence agencies.55 Interception is indiscriminate where 

the communication of  a large number of  individuals is intercepted without any evidence that they are 

involved in a criminal activity.56 Indiscriminate interception of  communications also includes the bulk 

acquisition of  communications data, whereby the State through an agency intercepts raw communications 

data usually at the hinterland for extraction, filtration, storage, analysis and dissemination at a later 

time.57 Unlike targeted interception used for monitoring the communications of  a specific individual, 

both indiscriminate interception and bulk acquisition of  communication do not yet have a particular 

target as at the time the interception was conducted.

While most practising democracies have a lawful interception regime that prescribes the manner in 

which a communications network may be lawfully intercepted for law enforcement and/or national 

security purpose, most of  them have also acquired from third-party vendors sophisticated equipment 
that enables them to intercept communications indiscriminately (whether internet or telephony) without the 

technical assistance of  MNOs (or ISPs as the case may be) operating within their territory. Some West African 

States have been reported to have equipment that grants them backdoor access into a communications 

54  Although some of  these data harms may be addressed by legal frameworks such as a data protection legislation and/or a 

cybersecurity regime. 

55  Privacy International, ‘Communications Surveillance: Distinctions and Definitions’ (n.d) <https://privacyinternational.org/course-

section/2088/communications-surveillance-distinctions-and-definitions#:~:text=Communications%20surveillance%20is%20where%20

a,its%20transmission%20between%20intended%20recipients> accessed 5 October 2021.

56  Privacy International, ‘Mass Surveillance’ (n.d) <https://privacyinternational.org/learn/mass-surveillance> accessed 5 October 20121. 

57  Privacy International, ‘How Bulk Interception Works’ (30 September 2016) <https://privacyinternational.org/long-read/827/how-

bulk-interception-works> accessed 6 October 2021. 
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network. For instance, research conducted by The Citizen Lab, an interdisciplinary laboratory based at the 

Munk School of  Global Affairs & Public Policy, University of  Toronto uncovered the deployment of  Circles 

by the Defence Intelligence Agency (DIA) in Nigeria58 and REDLIONS an organisation suspected to be 

operated by an agency of  the Togolese government.59 Circles is a system sold by NSO Group60 an Israeli 

defence contractor. The system is capable of  geolocating mobile devices and intercepting communications 

by exploiting security vulnerabilities in the SS7 protocol.61 Incidences of  indiscriminately interception of  

communications in Africa has negatively impacted civic activities and freedom of  expression. An example is 

seen in Togo where the government is believed to have covertly used Pegasus (also sold by the NSO Group) 

to unlawfully gain access to the mobile devices of  the opposition and those considered to be political 

dissidents.62

While interception of  communication is regarded as a legitimate need of  law enforcement and national 

security, however, only interception conducted in compliance with a legal provision or under a warrant issued 

by a competent court qualifies as lawful. Interception conducted on an indiscriminate basis is unlawful and 

without doubt an infringement of  the fundamental human right to privacy. In addition to being a fundamental 

human right infringement, unlawful interception could also be challenged for breaching data protection 

laws. This is because the content of  an intercepted communication would in most cases contain metadata 

that could potentially identify the target of  the interception, which then brings it inside the meaning of  

personal data. The fact that the intercepted communications were neither used nor consulted by the State 

does not diminish any of  these claims.

3.2.2 Discrimination by AI

The progress made in recent times in technological development has enabled AI, an advanced type of  
computer system to engage in autonomous decision-making without any form of  human intervention. 
AI are:

Software (and possibly also hardware) systems designed by humans that, given a complex goal, 
act in the physical or digital dimension by perceiving their environment through data acquisition, 
interpreting the collected structured or unstructured data, reasoning on the knowledge, or 
processing the information, derived from this data and deciding the best action(s) to take to 

achieve the given goal.63

From self-driving cars, drones, medical robots to FRTs, AI has a range of  different applications. 

58  Bill Marczak et al, ‘Running in Circles: Uncovering the Clients of  Cyberespionage Firm Circles’ (1 December 2020) <https://citizenlab.

ca/2020/12/running-in-circles-uncovering-the-clients-of-cyberespionage-firm-circles/> accessed 5 October 2021.

59  John Scott-Railton et al, ‘Nothing Sacred Religious and Secular Voices for Reform in Togo Targeted with NSO Spyware’ (3 August 2020) 

<https://citizenlab.ca/2020/08/nothing-sacred-nso-sypware-in-togo/> accessed 5 October 2021. 

60 https://www.nsogroup.com/  

61  Joseph Cox, ‘NSO Group Closes Cyprus Office of  Spy Firm’ (21 August 2020) <https://www.vice.com/en/article/ep48kp/nso-group-

cyprus-circles-bulgaria-ss7> accessed 5 October 2021.

62  Stephanie Kirchgaessner and Jennifer Rankin, ‘WhatsApp spyware attack: senior clergymen in Togo among activists targeted’ (3 August 

2020) <https://www.theguardian.com/technology/2020/aug/03/senior-clergymen-among-activists-targeted-by-spyware> accessed 27 

November 2021.

63  Blagoj Delipetrev, Chrisa Tsinarakii and Uroš Kostić, ‘Historical Evolution of  Artificial Intelligence’ (2020) <https://publications.jrc.

ec.europa.eu/repository/handle/JRC120469> accessed 10 October 2021, p. 5.
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However, one legal challenge currently associated with decision-making by AI is that it can result in 

discrimination which negatively impacts an individual’s interest.64 Discrimination is said to occur where 

there is an unjustified distinction in the way people are treated in comparable situations based on 

their age, disability, ethnicity, origin, political belief, race, religion, sex or gender, sexual orientation, 

language, culture and on other grounds. According to Amnesty International, discriminatory treatment 

can interfere with the equal enjoyment of  fundamental human rights and other legal rights to which an 

individual is otherwise entitled.65 Discrimination by AI could be a result of  the AI system being designed 

to spot patterns and infer statistical correlations from data input on which its decision-making is based 

instead of  identifying the necessary causative factor to base its decisions66 as is normally done by an 

objectively thinking human.67 In other cases, this could be because the data fed into the AI system does 

not represent the entire population group, thus the AI system is unable to recognise characteristics 

consistent with other population groups, and indirectly reinforces bias based on the characteristics of  

the dominant population group it recognises.68

According to Article 2 of  the African Charter of  People’s and Human Rights, citizens of  African States 

have a right not to be discriminated against based on their race, ethnic group, colour, sex, language, 

religion, political or any other opinion, national and social origin, fortune, birth or other status. As 

stated above, this provision is automatically adopted in the Revised ECOWAS Treaty under Article 

4 g. Also, various iterations of  this rights are replicated in the constitutions of  several West African 

countries.69 The ECOWAS Court of  Justice also has in a long line of  cases upheld the right of  people of  

West African origin against discrimination.70 Although existing legal literature and case law follow the 

traditional definition of  which ties discrimination to direct human conduct, it is however arguable that 

discrimination perpetuated by AI can also be caught by existing anti-discrimination laws. 

Data privacy rights in AI use are implicated where personal data fed into the AI system to profile 

individuals or make decisions about them end up producing a discriminatory result. This discrimination 

could be in the form of  racial, gender or religious discrimination. For instance, there have been several 

64  Martin Ebers, ‘Regulating AI and Robotics’ in Martins Ebers and Susana Navas (eds), Algorithms and Law (Cambridge University Press 

2020), p. 76.

65  Amnesty International, ‘Discrimination’ (n.d) <https://www.amnesty.org/en/what-we-do/discrimination/> accessed 10 October 2021.  

66  Martins Ebers, ‘Standardizing AI – The Case of  the European Commission’s Proposal for an Artificial Intelligence Act’ (9 August 2021) 

<https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3900378> accessed 10 October 2021, p. 3.

67  Janneke Gerards and Raphaële Xenidis, ‘Algorithmic discrimination in Europe: Challenges and Opportunities for Gender Equality 

and Non-discrimination Law’ (10 March 2021) <https://op.europa.eu/en/publication-detail/-/publication/082f1dbc-821d-11eb-9ac9-

01aa75ed71a1> accessed 10 October 2021, p. 44.  

68  Natalie Norori et al, ‘Addressing bias in big data and AI for health care: A call for open science’ (8 October 2021) <https://www.

sciencedirect.com/science/article/pii/S2666389921002026> accessed 16 October 2021, p. 1.  

69  Art. 1; section 15 (2); art. 11; and art. 25 of  the Constitution of  Bukina Faso, Nigeria, Liberia and Senegal respectively.  

70 Women Against Violence and Exploitation in Society (WAVES) and Child Welfare Society, Sierra Leone (CWS-SL) v The Republic of Sierra Leone Suit No: 

ECW/CCJ/APP/22/18; Karim Meisa Wade v Republic of Senegal Application No. ECW/CCJ/APP/55/18; and Hadijatou Mani Koraou v The Republic of 

Niger Application No. ECW/CCJ/APP/08/08.  
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reported cases of  alleged gender discrimination by AI in the last couple of  years. Examples include 

Amazon’s hiring AI which was discontinued because of  concerns that it discriminated against women 

in Amazon’s hiring process71 and Apple Card, a partnership between Apple and Goldman Sachs Bank 

which was accused of  discriminating in favour of  men in granting a higher credit limit despite women 

having higher credit scoring.72 Although in the latter case, the insurance and financial services regulator 

investigated the allegation and found otherwise.73 In 2018 AI researchers published their findings after 

carrying out an extensive study to test the gender classification performance of  three commercially 

available FRTs, a type of  biometric identification system using AI.74 The findings concluded among 

other things that these products were overall more accurate in identifying males than females.75 This 

erroneous misidentification can negatively affect members of  already marginalised communities such 

as transgenders or individuals who do not identify as male or female. 

In the 2020 movie documentary Coded Bias, a Massachusetts Institute of  Technology (MIT) researcher 

shockingly detailed how AI had a high error rate in identifying dark-skinned people in comparison to 

Caucasians who were more likely to be properly identified.76 This propensity for FRTs powered by AI to 

misidentify people of  colour was earlier demonstrated in 2018 in the test conducted by American Civil 

Liberties Union (ACLU) on Amazon’s Rekognition facial recognition software, where the faces of  all 535 

US members of  Congress were scanned against 25,000 public criminal mugshots using Rekognition’s 

API which resulted in the misidentification of  28 members of  Congress as people who have been 

arrested for a crime even though only 20% of  members of  Congress are not caucasians.77 The racial 

discriminatory effects of  AI, can also be seen in a health care setting where its decision-making does 

not only lead to a misdiagnosis within a certain racial population, it can also result in vulnerable 

patients not being able to access the same quality of  health care as patients from other racial groups.78

71  Jeffrey Dastin, ‘Amazon scraps secret AI recruiting tool that showed bias against women’ (11 October 2018) <Amazon scraps secret 

AI recruiting tool that showed bias against women | Reuters> accessed 10 October 2021.

72  Taylor Telford, ‘Apple Card algorithm sparks gender bias allegations against Goldman Sachs’ (11 November 2019) <https://www.

washingtonpost.com/business/2019/11/11/apple-card-algorithm-sparks-gender-bias-allegations-against-goldman-sachs/> accessed 10 

October 2021.

73  Ian Carlos Campbell ‘The Apple Card doesn’t actually discriminate against women, investigators say’ (23 March 2021) <https://www.

theverge.com/2021/3/23/22347127/goldman-sachs-apple-card-no-gender-discrimination> accessed 10 October 2021. 

74  Robin Allen and Dee Masters, ‘Regulating for an Equal AI: A New Role for Equality Bodies’ (2020)  <https://equineteurope.org/2020/

equinet-report-regulating-for-an-equal-ai-a-new-role-for-equality-bodies/> accessed 10 October 2021, p. 41.

75  Joy Buolamwini and Timnit Gebru, ‘Gender Shades: Intersectional Accuracy Disparities in Commercial Gender Classification’ (2018) 

<https://proceedings.mlr.press/v81/buolamwini18a/buolamwini18a.pdf> accessed 10 October 2021, p. 12.

76  Mark Gartsbeyn, ‘‘Coded Bias’: Film features MIT researcher who found racial and gender bias in facial recognition programs’ (22 March 

2021) <https://www.boston.com/culture/movies/2021/03/22/coded-bias-film-features-mit-researcher-who-found-racial-and-gender-

bias-in-facial-recognition-programs/> accessed 10 October 2021. 

77  Jacob Snow, ‘Amazon’s Face Recognition Falsely Matched 28 Members of  Congress With Mugshots’ (26 July 2018) <https://www.

aclu.org/blog/privacy-technology/surveillance-technologies/amazons-face-recognition-falsely-matched-28> accessed 10 October 2021. 

78  Natalie Norori et al, ‘Addressing bias in big data and AI for health care: A call for open science’ (n 68) 2 – 3.  
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In the same vein, a study investigating the use of  datasets to train natural language processing 

models found that datasets associated with black and Hispanic authors, and texts mentioning sexual 

orientation were more likely to be algorithmically filtered. This, had the effect of  excluding minorities 

from the benefits of  technology like machine translation to search.79 Another study also involving 

natural language processing showed that religious discrimination (or bias) was persistently exhibited by 

Generative Pre-trained Transformer 3 (GPT-3), a text generating AI which completed certain unfinished 

statements containing words related to Islam, with text that tended to associate Muslims with violent 

activities.80 Each of  the scenarios given above is an example of  how AI may produce discriminatory 

results. While such discrimination may violate existing non-discrimination (or equality) law, it may, 

however, be legally justified if  it is backed by a provision of  law that is necessary and proportionate, 

and pursues a legitimate State interest.

3.2.3 Synthetic identity fraud by AI

Synthetic identity fraud occurs where a sophisticated cyber-criminal using AI in combination with 

compromised personal data such as national identity number/social security number and account details 

with a financial service provider can create a new identity based on facial characteristics obtained from 

another person. The criminal thereafter uses the newly created identity to impersonate the person on 

which the false identity is based, or to access certain financial services based on a non-existent identity. 

In the US, this is the fastest growing type of  financial crime.81 Data harms resulting from synthetic 

identity fraud could be in the form of  emotional distress or significant economic loss to the victim. 

According to one report synthetic identity fraud by AI accounts for 20% of  credit losses and estimated 

to cost lenders $6 billion annually.82 In addition, victims of  identity fraud may also be subjected to 

wrongful arrests, loss of  benefits, erroneous information on health records and/or harassment by debt 

recovery agents. 

A recent study83 conducted at the University College London on the threat rating of  the various manner 

in which AI could be criminally (mis)applied. In arriving at the threat rating, the study considered several 

factors including the practicality of  measures to defeat, prevent or render the crime unprofitable and 

the harm caused to the victim and society as a whole. The study found that the use of  AI to impersonate 

another person poses the greatest concern among the study participants.84 More worrisome, is that the 

study participants believed that technical measures to defeat the use of  AI for impersonation may no 

79  Martin Anderson, ‘Minority Voices ‘Filtered’ Out of  Google Natural Language Processing Models’ (24 September 2021) <https://

www.unite.ai/minority-voices-filtered-out-of-google-natural-language-processing-models/> accessed 10 October 2021. 

80  Abubakar Abid, Maheen Farooqi and James Zou, ‘Persistent Anti-Muslim Bias in Large Language Models’ (18 January 2021) 

<https://arxiv.org/pdf/2101.05783v1.pdf> accessed 10 October 2021, p. 5.

81  ibid. 

82  Insider, ‘Synthetic Identity Fraud Cost Banks $6 Billion’ (1 August 2017) <https://markets.businessinsider.com/news/stocks/

synthetic-identity-fraud-cost-banks-6-billion-in-2016-auriemma-consulting-group-1002222563> accessed 6 October 2021.

83  Matthew Caldwell et al, ‘AI-enabled future crime’ (July 2020) <https://www.ucl.ac.uk/jill-dando-institute/sites/jill-dando-institute/files/

ai_crime_policy_0.pdf> accessed 6 October 2021. 

84  ibid 2.
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longer be feasible in the future.85 Although the growth of  AI in West Africa is still in the early stages, 

nonetheless synthetic identity fraud presents serious problems for the region where cybercrime is rife 

and already regarded as an impediment to economic growth.86

3.2.4 Loss of privacy by Virtual Voice Assistants (VVAs)

VVAs are software services that are capable of  understanding the human voice and executing commands, 

or performing tasks based on this understanding.87 Examples of  VVAs are Amazon’s Alexa, Apple’s Siri, 

Microsoft’s Cortana and Google’s Google Assistant, currently integrated by default into many electronic 

devices like tablets, traditional computers, smart TVs and smart speakers, and in some cases connected 

vehicles. While the value proposition offered by VVAs is quite impressive particularly with respect to 

the simplification of  domestic tasks, however one of  the greatest challenges currently facing it is how 

it interferes with the right to privacy. 

VVAs are by their nature involved in the processing of  several data types such as voice recordings, 

observed data and inferred data which are acquired from registered users who are the primary users 

of  the service, non-registered users who knowingly interact with the VVA of  a registered user, and 

accidental users who, registered or not, unknowingly make voice requests to the VVA. In the case of  

the voice (print) recorded by VVAs, this could be regarded as sensitive biometric information a different 

category of  personal data requiring a higher standard of  care under most data protection legislations. 

However, for the collection of  these data to be considered lawful and thus not privacy infringing, it 

must be based on consent presumably obtained through a wake-up call - a voice command to switch 

the VVA into an active listening mode, or another legal basis provided for under the relevant data 

protection legislation. Nonetheless there have been several reported cases where a VVA was listening 

(and recording) in the absence of  a wake-up call. For instance despite claims that Alexa only listens 

upon being wake-up called, a study in 2019 found that 91% of  a control group of  Alexa’s users in that 

study had experienced uninitiated recording on at least one occasion, with 29% of  these recordings 

alleged to contain sensitive personal data.88 Even if  consent were to be validly obtained, concerns have 

arisen that voices recorded from devices utilising VVAs could be transmitted to an unknown third party 

irrespective of  whether such transfer is related to the provision of  the service.89

85  Matthew Caldwell et al, ‘AI-enabled future crime’ (5 August 2020) <https://crimesciencejournal.biomedcentral.com/articles/10.1186/

s40163-020-00123-8 > accessed 6 October 2021, p. 6. 

86  Titilayo Adewumi, ‘Cybercrime is an existential threat to West Africa’s economic growth’ (6 July 2021) <https://guardian.ng/ama-press-

releases/cybercrime-is-an-existential-threat-to-west-africas-economic-growth/> accessed 6 October 2021.

87  Tom Bolton et al, ‘On the Security and Privacy Challenges of  Virtual Assistants’ (26 March 2021) <https://www.mdpi.com/1424-

8220/21/7/2312 > accessed 7 October 2021, p. 1.

88  ibid 15.

89  Natasha Lomas, ‘Today In Creepy Privacy Policies, Samsung’s Eavesdropping TV’ (8 February 2015) <https://techcrunch.

com/2015/02/08/telescreen/> accessed 7 October 2021. 

https://crimesciencejournal.biomedcentral.com/articles/10.1186/s40163-020-00123-8
https://crimesciencejournal.biomedcentral.com/articles/10.1186/s40163-020-00123-8
https://guardian.ng/ama-press-releases/cybercrime-is-an-existential-threat-to-west-africas-economic-growth/
https://guardian.ng/ama-press-releases/cybercrime-is-an-existential-threat-to-west-africas-economic-growth/
https://www.mdpi.com/1424-8220/21/7/2312
https://www.mdpi.com/1424-8220/21/7/2312
https://techcrunch.com/2015/02/08/telescreen/
https://techcrunch.com/2015/02/08/telescreen/


21

Chapter 3 | Emergence of  data privacy rights issues in West Africa

These privacy concerns and many others prompted the European Data Protection Board (EDPB)90 

in 2021 to issue comprehensive guidance on how stakeholders may address these concerns in the 

European Union (EU).91 While the global shipment of  devices integrating VVAs is projected to double in 

2024 representing a compound annual growth rate of  19%,92 it would be interesting to see how DPAs 

in West Africa would respond to the growing privacy threat posed by VVAs.   

3.2.5 Absence of redress mechanisms and appropriate safeguards in cross-border 
data transfers

Article 7 (1) of  the African Charter on Human and People’s Rights provides that ‘Every individual shall 

have a right to have his cause heard.’ This right includes the right to approach a forum of  competent 

jurisdiction to enforce a fundamental right granted under the applicable conventions, laws, regulations, 

and customs in force93 and is automatically applicable within the ECOWAS region under art. 4 g) of  

the Revised ECOWAS Treaty. By this provision, every citizen of  West African is entitled to bring a claim 

before the appropriate avenue to ventilate his grievance where he feels that his fundamental right is 

violated or at the risk of  violation in any part of  West Africa. The reference to forum and venue also 

includes a reference to the court or tribunal where he can enforce this right.

Despite the grant of  this right, cross-border data transfers outside of  African territories may in certain 

circumstances seriously impede the ability of  an individual to seek redress for the enforcement of  his 

data privacy rights. A (cross-border) data transfer at an elementary level occurs where data with the aid 

of  technology is ‘moved’ between different users in different countries.94 The movement contemplated in 

this context could be in the form of  a ‘deliberate transfer’ (push technology) where the data controller95 

initiates the data transfer to a recipient96 outside of  jurisdiction, or a ‘permitted access’ (pull technology) 

where the request to transfer the data is initiated by a recipient97 outside national jurisdiction or outside 

90  The EDPB is an independent European body, which contributes to the consistent application of  data protection rules throughout the 

EU and promotes cooperation between the EU’s data protection authorities. The EDPB is composed of  representatives of  the national 

data protection authorities, and the European Data Protection Supervisor (EDPS).

91  European Data Protection Board, ‘Guidelines 02/2021 on Virtual Voice Assistants’ (7 July 2021) <https://edpb.europa.eu/our-work-

tools/our-documents/guidelines/guidelines-022021-virtual-voice-assistants_en> accessed 7 October 2021, p. 3.

92  Simon Forest, ‘Virtual Assistants Market Projected to Double by 2024’ (8 January 2021) https://www.futuresource-consulting.com/

insights/posts/2021/january/virtual-assistants-market-projected-to-double-by-2024/?locale=en accessed 7 October 2021.

93  African Charter on Human and People’s Right, art. 7 (1) a).

94  W. Kuan Hon, Data Localization Laws and Policy (Edward Elgar Publishing 2017), p. 71; European Data Protection Supervisor, ‘The transfer 

of  personal data to third countries and international organisations by EU institutions and bodies’ (14 July 2014) <https://edps.europa.

eu/data-protection/our-work/publications/papers/transfer-personal-data-third-countries_en> accessed 16 October 2021, p. 6. 

95  This is the ‘the natural or legal person, public authority, agency or any other body which alone or jointly with others determines the 

purposes and means of  the processing of  personal data’, see iapp, ‘Glossary of  Privacy Terms’ <https://iapp.org/resources/glossary/> 

accessed 1 October 2021.

96  European Data Protection Supervisor, ‘The transfer of  personal data to third countries and international organisations by EU institutions 

and bodies’ (n 94) 7.

97  ibid.

https://edpb.europa.eu/our-work-tools/our-documents/guidelines/guidelines-022021-virtual-voice-assistants_en
https://edpb.europa.eu/our-work-tools/our-documents/guidelines/guidelines-022021-virtual-voice-assistants_en
https://www.futuresource-consulting.com/insights/posts/2021/january/virtual-assistants-market-projected-to-double-by-2024/?locale=en
https://www.futuresource-consulting.com/insights/posts/2021/january/virtual-assistants-market-projected-to-double-by-2024/?locale=en
https://edps.europa.eu/data-protection/our-work/publications/papers/transfer-personal-data-third-countries_en
https://edps.europa.eu/data-protection/our-work/publications/papers/transfer-personal-data-third-countries_en
https://iapp.org/resources/glossary/
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Africa. In this regard, the inability of  an individual to seek redress for the enforcement of  his data 

privacy rights as a result of  data transfers outside of  Africa could happen in one of  two ways. 

First is where the country of  the data transfer recipient does not provide an adequate level of  protection 

for the transferred data. The term ‘adequate level of  protection’ as provided in art. 14 (6) of  the African 

Union Convention on Cyber Security and Personal Data Protection 2014 (the AU Convention), art. 36 

of  the ECOWAS Data Protection Act and in the data protection legislations of  several West African 

countries is borrowed from the General Data Protection Regulations (GDPR) (and its precursor the 

Data Protection Directive, DPD) applicable in the EU where it has been interpreted as requiring that a 

third-country has ‘by reason of  its domestic law or its international commitments, a level of  protection 

of  fundamental rights and freedoms that is essentially equivalent to that guaranteed within the EU’.98 

In other words, it can be argued that for a country outside of  Africa to have an adequate level of  

protection, it must either by domestic law or international obligation have a level of  protection of  

fundamental rights and freedoms that is essentially equivalent to that obtained within Africa or West 

Africa as the case may be. Essentially, this means that if  data privacy rights are recognised in the African 

country from where the data is/are transferred, then the data receiving country must also recognise 

data privacy rights as enforceable if  invoked by the data subject irrespective of  his nationality.

This is also the case with the GDPR where one of  the key features for assessing the adequacy of  a 

third-country’s level of  protection is the existence of  an ‘effective and enforceable data subject rights 

and effective administrative and judicial redress for the data subjects whose personal data are being 

transferred’.99 As explained by the court in Data Protection Commissioner v Facebook Ireland Ltd and 
Maximillian Schrems100 the need for an effective redress mechanism that enables an individual whose 

data is transferred to sustain an actionable claim before the forum of  competence in the recipient 

country can be particularly important in cases where the ability of  local law enforcement and/or national 

security agencies to access such data is overly broad.101 This is because such power of  access in itself  

constitutes an interference with the rights and freedoms granted under the law102 in the jurisdiction from 

which the data transfer originates. According to established human rights norms, for such interference 

to be justified under the law, it must be ‘necessary in a democratic society’ and proportionate to the 

legitimate aim pursued.103

98  C-362/14 Maximilian Schrems v Data Protection Commissioner, para 73. 

99  GDPR, art. 45 (2) (a). 

100  Case C-311/18.

101  ibid paras 181 – 182.

102  Douwe Korff, ‘Transfers of  personal data from the EU to non-EU countries under the EU General Data Protection Regulation after 

“Schrems II”: not a “Mission Impossible”’ (April 2021) <https://www.ianbrown.tech/2021/04/22/transfers-of-personal-data-from-the-

eu-not-a-mission-impossible/> accessed 17 October 2021, p. 26.  

103  Electronic Frontier Foundation and Article 19, ‘Necessary & Proportionate International Principles on the Application of  Human 

Rights Law to Communications Surveillance’ (May 2014) <https://www.ohchr.org/documents/issues/privacy/electronicfrontierfoundation.

pdf> accessed 18 October 2021, p. 20.  

https://www.ianbrown.tech/2021/04/22/transfers-of-personal-data-from-the-eu-not-a-mission-impossible/
https://www.ianbrown.tech/2021/04/22/transfers-of-personal-data-from-the-eu-not-a-mission-impossible/
https://www.ohchr.org/documents/issues/privacy/electronicfrontierfoundation.pdf
https://www.ohchr.org/documents/issues/privacy/electronicfrontierfoundation.pdf


23

Chapter 3 | Emergence of  data privacy rights issues in West Africa

Second is where, in the absence of  an adequate level of  protection, the data transfer is not subject to 

an appropriate safeguard otherwise known as the data protection guarantees specified in the applicable 

data protection legislation of  a West African State. These data protection guarantees are meant to close 

the gap created by the absence of  an adequate level of  protection in the recipient country. Depending 

on the specific nature of  the data transfer, the adequate safeguard could be in the form of  Binding 

Corporate Rules (BCRs),104 standard data protection clauses,105 or other similar mechanisms which all 

provides effective legal remedies for the individual whose data is transferred out of  jurisdiction. 

In each of  the examples highlighted above, the data harm manifests as the inability of  the individual 

whose data is transferred outside of  Africa to seek redress for the enforcement of  his data privacy 

rights in the recipient country. However, it bears emphasis to note once again that this harm can, to a 

reasonable extent be prevented or mitigated by the existence of  an adequate level of  protection in the 

data recipient country or by using adequate safeguards for the data transfer.

3.2.6 Reputational damage, embarrassment or humiliation resulting from a data 
breach

A data breach is a breach of  security that compromises the confidentiality, integrity and/or availability 

of  personal data held by a person or organisation in a computer system.106 According to this definition, 

a data breach may be categorised as follows based on the following information security principles: 

confidentiality breach – where there is an unauthorised or accidental disclosure of, or access to, personal 

data; integrity breach – where there is an unauthorised or accidental alteration of  personal data; an 

availability breach – where there is an accidental or unauthorised loss of  access to, or destruction of, 

personal data.107 According to a 2020 study108 involving 524 organisations (across 17 countries) that 

had each suffered a data breach between August 2019 and April 2020, the most common type of  data 

compromised in a data breach were personal data of  customers which accounted for 81% of  the data 

breach incident. While anonymised customer data was compromised in only 24% of  those breaches.109 

The study also revealed that 52% of  those data breaches were as a result of  malicious attacks while 

25% and 23% were respectively caused by system glitches and human error.110

104  Resolution adopted during the 7th General Assembly of  the Association of  French-Speaking Data Protection Authorities including 

Data Protection Authorities from Benin, Burkina Faso, Cape Verde, Cote D’ Ivoire, Gabon, Mali and Senegal. Version from February 6, 

2014 (Feb. 6, 2014), available in French at https://www.afapdp.org/wp-content/uploads/2013/09/RCE-modifi%c3%a9e-2014.pdf  

105  National Information Technology Development Agency, Nigeria Data Protection Regulations 2019: Implementation Framework’ 

(November 2020) < https://nitda.gov.ng/wp-content/uploads/2021/01/NDPR-Implementation-Framework.pdf  > accessed 23 April 

2021, p. 18.

106  iapp ‘Glossary of  Privacy Terms’ (n 95).

107  Article 29 Data Protection Working Party, ‘Guidelines on Personal Data Breach Notification under Regulation 2016/679’ (6 February 

2018) <https://ec.europa.eu/newsroom/article29/items/612052> accessed 6 November 2021, p. 7.

108  Ponemon Institute and IBM Security, ‘Cost of  a Data Breach Report’ (2020) <https://www.capita.com/sites/g/files/nginej291/

files/2020-08/Ponemon-Global-Cost-of-Data-Breach-Study-2020.pdf> accessed 7 November 2021.

109  ibid 18.

110  ibid 30.

https://www.afapdp.org/wp-content/uploads/2013/09/RCE-modifi%c3%a9e-2014.pdf
https://nitda.gov.ng/wp-content/uploads/2021/01/NDPR-Implementation-Framework.pdf
https://ec.europa.eu/newsroom/article29/items/612052
https://www.capita.com/sites/g/files/nginej291/files/2020-08/Ponemon-Global-Cost-of-Data-Breach-Study-2020.pdf
https://www.capita.com/sites/g/files/nginej291/files/2020-08/Ponemon-Global-Cost-of-Data-Breach-Study-2020.pdf
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One of  the potential consequences of  a breach of  data confidentiality where personal data of  an 

individual is exposed to the public is reputational damage or embarrassment which could be emotionally 

distressing particularly for some victims. This was the case in 2015, where the personal data of  some 

users of  Ashely Madison,111 a website for engaging in extramarital affairs were compromised and 

subsequently leaked online and in at least one case, a user fearing shame from being publicly exposed 

as a result of  the data breach committed suicide.112 Despite the fact that it has been established that a 

data breach can result in this type of  harm, what remains unclear is the extent to which the occurrence 

of  such harm in West Africa can create a legal liability in the absence of  legal provision(s), on which a 

private claim for redress may be made against the person (or organisation) that has suffered the breach, 

by the individual that has suffered the harm. However, where a legal obligation exists to ensure that 

data is used in a manner that protects its confidentiality, integrity and availability, a failure to comply 

with this obligation can make the data controller liable to regulatory enforcement measures as was the 

case where the National Information Technology Development Agency (NITDA), the data protection 

authority in Nigeria imposed a fine of  ₦5 million (₦5,000,000:00) against Electronic Settlement for a 

data breach.113

111  https://www.ashleymadison.com/ 

112  Laurie Segall, ‘Pastor outed on Ashley Madison commits suicide’ (8 September 2015) <https://money.cnn.com/2015/09/08/

technology/ashley-madison-suicide/index.html> accessed 11 November 2021.  

113  Na’ankwat Dariem, ‘NITDA fines Electronic Settlement Ltd for data breach’ (15 March 2021) <https://von.gov.ng/2021/03/15/nitda-

fines-electronic-settlement-ltd-for-data-breach/> accessed 11 November 2021. 

https://www.ashleymadison.com/
https://money.cnn.com/2015/09/08/technology/ashley-madison-suicide/index.html
https://money.cnn.com/2015/09/08/technology/ashley-madison-suicide/index.html
https://von.gov.ng/2021/03/15/nitda-fines-electronic-settlement-ltd-for-data-breach/
https://von.gov.ng/2021/03/15/nitda-fines-electronic-settlement-ltd-for-data-breach/
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Chapter 4 

Mapping the data privacy right policy-making process 

in West Africa

Data privacy rights policy-making in West Africa could result from either lawmaking by the legislature114 

or administrative rule-making by administrative agencies. Judicial interpretation of  these policies or 

laws (case law) also qualifies as policy-making. This policy-making could happen at either the regional 

level for example at the ECOWAS level or the national level in each State of  West Africa. Policy-making 

through lawmaking and administrative rule-making are broadly categorised as regulatory policies, a type 

of  public policy that specifies ‘conditions and constraints for individuals and collective behaviour’.115 In 

the context of  this report, these regulatory policies are in respect of  data privacy rights issues, that is 

they specify conditions and constraints for both individuals and collective behaviour only as it concerns 

and/or touches on matters of  data privacy rights. 

The policy outputs directly resulting from the policy-making process of  the legislature are the laws 

enacted by the legislature. In the case of  administrative rule-making, the output of  the policy-making 

process are the rules, guidelines and regulations issued by administrative agencies. These policy outputs 

are the mechanisms by which the policy objectives are to be achieved. As explained in Chapter 1, these 

policy outputs are designed to have the force of  law or capable of  being enforceable against a person 

who contravenes any of  its provisions. 

Case laws, that is the decisions of  the courts are also considered to be a form of  policy output 

because they ‘often determine the constitutional bounds under which the legislature and the executive 

branch operate, or explains how the Constitution requires them to make or not make particular type 

of  policies’.116 This power of  courts to make policies derives from their original jurisdiction to interpret 

and apply laws.117 Thus, the determination of  the court in subjecting a particular policy to judicial 

review could influence future policy-making decisions or even compel policy-makers to modify policies. 

In extreme cases, the court could declare a policy as ultra-vires and thus of  no legal effect, if  the court 

114  The legislature referred to in this report is the national legislature and does not include the legislative assembly of  a subnational 

authority constituting part of  a federal government.

115  Christoph Knill and Jale Tosun, Public Policy A New Introduction (2nd edn, Red Globe Press 2020), p. 15.

116  Thomas A. Birkland, An Introduction to the Policy Process (5th edn, Routledge 2020) p. 66.

117  For instance, see art. 237 of  the Constitution of  Cape Verde, art. 65 of  the Constitution of  Liberia, section 233 (2) (1) of  the 

Constitution of  Nigeria and art. 88 of  the Constitution of  Senegal on the original jurisdiction of  some courts.
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reaches the conclusion that the policy-making exceeded the bounds set by law. Judicial decision-

making in West Africa happens at both the regional and national level. Examples of  such case laws 

relevant to data privacy rights are Monday Onyekachi Ubani v Federal Government of Nigeria & Ors.118 

In this case, the plaintiff, a human rights lawyer in Nigeria successfully obtained an order from the 

court extending the deadline initially set by the Federal Government of  Nigeria within which users of  

mobile telecommunications services in Nigeria were required to link their Subscriber Identity Module 

(SIM) cards with their National Identity Number, failing which their mobile phone numbers would be 

barred from making and receiving calls. At the regional level in SERAP v. Federal Republic of Nigeria,119 

a CSO called SERAP instituted an action before the ECOWAS Court of  Justice and successfully obtained 

an interim order restraining the Federal Government of  Nigeria from abridging freedom of  expression 

online by taking measures to block access to twitter.

Having explained above the different types of  data privacy rights policy-making in West Africa, the 

subsequent paragraphs provide detailed description of  the process of  lawmaking at the regional level 

and the national legislatures, and administrative rule-making by administrative agencies, the pre-eminent 

manner in which data privacy rights policies are set and the stakeholder engagement mechanism 

associated with each of  these processes, if  any.120 Stakeholder engagement, on the other hand is 

simply the practice of  involving members of  the public in the policy-making process. It is also referred 

to as public participation, a process where decision-makers openly seek the input of  the public on a 

proposed policy initiative. These members of  the public could be citizens, CSOs, Non-Governmental 

Ogranisations (NGOs), trade unions, industry associations, consumer associations, businesses or other 

interested persons who are given an opportunity to influence the development of  policies affecting 

them. Through stakeholder engagement, the public is provided with the opportunity of  helping develop 

public policy by engaging in a formalised and structured process that seeks to achieve consensus over 

policy-making decisions.121 Thus, upholding participation as vital index of  good governance which 

is exemplified by public hearings and public inquiries organised by the legislature and other policy-

making institutions.

While it is noted that policy-making at the national level can be made by either national or state 

institutions, the focus of  this report in respect of  policy-making at the national level, is on only policy-

making by national or federal institutions. Moreover, case law as a form of  policy-making will not be 

discussed further due to the limited opportunities for stakeholder engagement. This limitation may be 

as a result of  the procedural requirement of  law for a person who seeks the court’s intervention in a 

particular matter to first establish his interest, otherwise known as locus standi in that matter.

118  FHC/L/CS/1834/2020.

119  ECW/CCJ/APP/23/21.

120  Chapter 5 provides a high-level review of  some extant and proposed data privacy rights polices and the specific data privacy rights 

issue covered under these policies in select West African countries.

121  Cary Coglianese, ‘The Internet and Citizen Participation in Rulemaking’ (2005) <https://scholarship.law.upenn.edu/cgi/viewcontent.

cgi?article=1107&context=faculty_scholarship> accessed 21 October 2021, p. 39.  

https://scholarship.law.upenn.edu/cgi/viewcontent.cgi?article=1107&context=faculty_scholarship
https://scholarship.law.upenn.edu/cgi/viewcontent.cgi?article=1107&context=faculty_scholarship
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4.1 Lawmaking at ECOWAS regional level

Lawmaking, that is the process of  making ECOWAS legal instruments is unique in the sense that it is not 

done by the ECOWAS Parliament as is generally assumed. Unfortunately, it does appear that this lack of  

lawmaking powers by the ECOWAS Parliament denies ECOWAS citizens the opportunity to express their 

will through effective representation and thus meaningful engagement with the ECOWAS Parliament in 

the process of  lawmaking.

 

Under the new legal regime for ECOWAS, Community Acts are the most pre-eminent form of  policy 

outputs and includes enforceable legal instruments such as Supplementary Acts, Regulations, Directives, 

Decisions and Rules. Supplementary Acts are made by the Authority of  Heads of  State (the Authority)122 

and are binding on Member States and ECOWAS institutions. The Council of  Ministers (the Council)123 

enacts Regulations and Directives and make Decisions and Recommendations. Regulations are directly 

applicable in the Member States and enforceable against ECOWAS institutions. Decisions are enforceable 

in the Member States while Directives are binding on all Member States in terms of  the objectives 

sought to be achieved, however, the Members States have some measure of  flexibility in deciding 

how best such objective may be achieved. Lastly Rules are adopted by the ECOWAS Commission to 

implement Community Acts enacted by the Council and have the same legal force as Community Acts.

As of  the time of  this report, the ECOWAS Data Protection Act is the most comprehensive data privacy 

rights policy enacted at the ECOWAS level. Thus, for this report, policy-making at the regional level will 

focus on only the steps that lead to the adoption of  the ECOWAS Data Protection Act. The ECOWAS 

Data Protection Act commenced with an advisory opinion by the ECOWAS Parliament for the adoption 

of  a Supplementary Act on data protection on 23 May 2009. Thereafter on 20 November 2009 at the 

63rd Ordinary Session of  the Council, the memorandum of  the report of  the 8th meeting of  the ECOWAS 

Ministers of  Telecommunications and ICT which also recommended the adoption of  a Supplementary 

Act on personal data protection was presented to Council for adoption. The recommendations contained 

in the memorandum were subsequently adopted and forwarded to the Authority for approval. On 16 

February 2010, the Authority approved these recommendations and the ECOWAS Data Protection Act 

immediately came into force upon publication in the Official Journal of  the Community and the Official 

Gazette of  each Member State. 

Under the ECOWAS framework, stakeholders can be involved in ECOWAS policy-making through any of  

the following means:

122  According to art. 7.1 of  the Revised ECOWAS Treaty, the Authority is composed of  Heads of  State and/or Government of  Member 

States of  ECOWAS.

123  According to art. 10.2 of  the Revised ECOWAS Treaty, the Council is composed of  the Minister in charge of  ECOWAS affairs and any 

other Minister of  each Member State.
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4.1.1 Forum of Associations Recognised by ECOWAS

The Council in 1996 established the Forum of  Associations Recognised by ECOWAS (FARE). 

In practice FARE is a body recognised within the ECOWAS framework to provide a platform for 

official CSO/NGO participation in ECOWAS policy-making. Officially, the functions of  FARE are to; 

act as a link between the recognised associations; provide a framework for a regular exchange 

of  viewpoints and experiences relating to the problems of  integration; and provide a focal point 

for the formulation of  collective recommendations and points of  view on prospective actions for 

submission to the Council.

Participation in the activities of  FARE constitutes one form of  CSO/NGO engagement in ECOWAS 

policy-making however, the last recorded activity for FARE was in 2008 when it held a meeting 

in Cotonou, Benin Republic. 

4.1.2 West African Civil Society Forum (WACSOF)

The West African Civil Society Forum (WACSOF), created by the ECOWAS, is the umbrella network 

of  CSOs from Member States of  ECOWAS. WACSOF serves as a channel by which CSOs may 

engage ECOWAS institutions on every aspect of  policy-making. Through the CSO desk at the 

Department for Human Development and Gender, a specialised agency of  ECOWAS, WACSOF 

receives official invitations from ECOWAS to contribute to ECOWAS policy-making on behalf  of  

civil society in West Africa.

WACSOF is eligible to attend ordinary meetings of  the Authority, otherwise referred to as 

Summits where decisions on Supplementary Acts are usually taken. At this meeting WACSOF 

can make statements on behalf  of  civil society. Other ways in which WACSOF can engage with 

ECOWAS institutions on policy-making is through the release of  press statements and position 

statements/papers, advocacy letters and communiqués. WACSOF’s recommendations and other 

interventions are also considered by the Council and a summary of  those recommendations are 

presented to the Authority for consideration. 

It is noted that these avenues only cover the participation of  CSOs/NGOs, and not individual stakeholders. 

However, it is not unreasonable to assume that an individual stakeholder (or any other stakeholder 

categorisation for that matter), can participate in ECOWAS policy-making through a CSO/NGO accredited 

with FARE and/or WACSOF.



29

Chapter 4 | Mapping the data privacy right policy-making process in West Africa

4.2 Lawmaking at the national level

Bills touching on data privacy rights issues may be enacted into law by the legislature of  West African 

countries. However, the legislature must have the legislative competence to make laws on data privacy 

rights issues. This legislative competence may be provided for in the Constitution or in another law. 

In this regard, it should be noted that the Constitution of  all countries in West Africa establish the 

lawmaking powers of  the legislature. The lawmaking procedure is usually prescribed by the Constitution 

and/or parliamentary/legislative rules of  procedure of  the various national legislatures. 

Law making at the national level usually commences with the presentation of  the Bill (proposed law) 

to the legislature which could be either unicameral (comprising of  only one chamber)124 or bicameral 

(comprising of  two chambers)125 and the subsequent adoption (passage) of  the Bill by a certain 

percentage of  the legislature. In practice, Bills may be introduced to the legislature by a member or 

members of  the legislature or, by the executive branch of  government through the President or the 

Prime Minister as the case may be. A Bill introduced at the legislature goes through different stages 

before it is eventually enacted into law by either the presidential assent or legislative override. The 

lawmaking procedure in Anglophone West Africa usually differs from Francophone West Africa. 

In Anglophone West Africa, the stages of  lawmaking are as follows:

First reading: This is the stage where the Bill is formally presented to the legislature. At this stage, only 

the title of  the Bill is read. 

Second reading: At another legislative date, the main merits and principles of  the Bill are debated. 

If  the legislature approves of  the Bill at this stage, then it is read for a second time and referred to 

a standing committee (or committee of  the whole) for a detailed consideration. The committee in 

considering the Bill may also propose amendments.

Stakeholder engagement in lawmaking usually occurs at this stage and could be in one of  three ways. 

The first is through public hearings. While there may be no legal obligation to conduct public hearings, 

the committee if  authorised by the presiding officer of  the legislature (or chamber as the case may 

be) or rules of  legislative proceedings, or acting on its own initiative subject to reporting back to the 

legislature in plenary, may conduct a public hearing at a particular place and time. At a public hearing, 

stakeholders and the general public are invited to make their comments in person in respect of  the 

Bill. Stakeholders participating in public hearings are usually allowed to make written submissions and, 

in some cases, subject to the availability of  time, verbal articulations of  their comments. However, this 

report notes that the committee is under no legal obligation to consider or even address any issue that 

124  Cabo Verde (Cape Verde), Ghana and Senegal all have a unicameral legislature. 

125  Liberia and Nigeria have a bicameral legislature.
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the stakeholder may have provided in its comments concerning the Bill, nor is there any assurance that 
the committee will do so.    

Secondly, a select group of  stakeholders may be invited by the committee to make comments in respect 
of  the Bill. Unlike a public hearing which is soliciting comments from the general public, the solicitation 
here is addressed to only a small group of  stakeholders. This type of  stakeholder engagement usually 
happens where the Bill will affect particular stakeholders and/or their activities. Although there is no 
assurance that the committee will consider and/or address the issues raised by these stakeholders, 
however, because the stakeholders in this process will have an almost identical interest in the Bill, 
they have the opportunity to present a unified common position to the committee in a one-on-one 
setting. This allows for an exhaustive discussion of  their position before a final decision is made by the 
committee of  the legislature.

Thirdly, a stakeholder having knowledge of  the Bill and an interest in it may deliver an unsolicited 
comment to the committee vested with the authority to consider the Bill. As in public hearing, the 
committee is under no legal obligation, or is there any assurance that the committee will consider 
stakeholders comments on the Bill.

Third reading and passage: At this stage, the Bill is presented again to the legislature for a final review 
in its present form. If  there are no further amendment(s), the Bill is read for the third time and passed.

For legislatures in Anglophone West Africa that are bicameral, the Bill upon passage is transmitted to 
the other chamber where it will go through the first to third reading stages. After which both chambers 
come together in a conference committee to harmonise and produce an identical version copy of  the 
Bill which is subsequently approved at each chamber. Thereafter the Bill is sent to the President for 
assent. 

In Francophone West Africa, the stages of  lawmaking are generally as follows:

4.2.1 Preliminary stage

The Bill is prepared for submission to Parliament. In the case of  a government Bill, the Bill will undergo 

policy development, pre-legislative scrutiny and discussion in the Council of  Ministers. A private 

members’ Bill (PMBs) will be reviewed by the Office of  the President of  the National Assembly or the 

Senate (whichever House is presented with the Bill) for its admissibility to Parliament. 

When tabling a Bill, the government may inform the House that it intends to apply the accelerated 

procedure, which will have an impact on the timing of  the subsequent parliamentary stages. It may also 

affect the route through which the final text of  the Bill is adopted. Once registered with the Office of  the 

Presidency, a notice of  tabling of  the Bill is reported in the Official Journal and the Bill is announced at 
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the next sitting of  the House. The Bill is then printed, distributed and referred for consideration to the 

relevant standing committee of  the House unless an ad hoc committee has been set up. A government 

Bill must be accompanied by an impact assessment study (étude d’impact).

4.2.1.1 Pre-committee stage scrutiny of PMBs

The President of  either House of  Parliament may submit a PMB that has been tabled by a   

Member of  Parliament (MP) for consideration by the Council of  State before it enters the committee                           

stage, unless the deputy or senator who tabled the PMB disagrees.

4.2.1.2 Examination of the Bill in committee (commission)

The first examination of  the Bill (either a government Bill or PMB) in Parliament takes place in a 

standing or ad hoc committee of  the House. The Bill is submitted either to one of  the six regular 

commissions or, at the request of  either the government or the House, to a specially appointed ad 
hoc commission. The Bill can also be submitted either to one commission or several commissions. 

A committee spokesperson (rapporteur) is appointed to assess the Bill and draw up a report 

containing an analysis of  the text, along with suggestions. The rapporteur’s report is normally 

distributed to the committee during the week preceding its consideration of  the Bill. The committee 

debates the Bill, conducts hearings and votes on the text. 

This is the stage of  lawmaking where stakeholder engagement may occur as the committee may call 

for hearings to obtain additional information about the Bill from stakeholders such as members of  

government, external experts and specialists in the field, and thereafter makes its recommendations 

either in favour or against the Bill. The committee can also propose certain amendments. A final 

report of  the committee is drawn up, which summarises its work and proposes either the adoption 

of  the Bill (with or without amendments) or the rejection of  the Bill. 

4.2.1.3 Plenary debate (séance publique)

After the committee stage, the Bill moves to a plenary debate involving the Full House. Unless the 

accelerated procedure is adopted or the Bill is a Finance Bill, Social Security Bill or a Bill concerning 

a state of  crisis, there is a minimum period of  six weeks between the tabling of  the Bill and its 

plenary debate. The plenary debate begins with a general examination of  the Bill. This involves 

the rapporteur presenting their findings during the committee stage. If  the Bill is a government 

Bill, the relevant government minister may also make a presentation. Members of  the House can 

raise motions relating to the Bill. There is a detailed examination of  the Bill, where each article is 

scrutinised and amendments may be proposed. 
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Following the detailed examination of  the Bill, members of  the House (deputies or senators) can 

give time-limited speeches. After voting on individual amendments proposed during the debate, 
a vote on the Bill as a whole (vote sur ensemble) is held. If  the Bill is approved (with or without 
amendments), it is transmitted to the second House (that is, the Senate if  the Bill started in the 
National Assembly and vice versa).

4.2.2 Second parliamentary stage 

The Bill, as amended by the first House, is transmitted to the second House for its approval. The Bill 
goes through a similar process in the second House as it did in the first House: tabling, examination 
in committee and a plenary session, including a vote on the Bill as a whole. However, the minimum 
period between the tabling of  the Bill and its plenary debate is reduced to four weeks (as opposed to 
six weeks in the first House), unless an accelerated procedure has been adopted or the Bill is a Finance 

Bill, Social Security Finance Bill or a Bill concerning a state of  crisis.

Once a Bill has passed through both Houses of  Parliament, there are two possible outcomes: 

i. Both Houses may agree on the same version of  the Bill, in which case the Bill can be submitted 

to the President for promulgation or

ii. The National Assembly and Senate may adopt the Bill on different terms. In the latter case, and 

provided the Bill is not subject to an accelerated procedure, it will be sent back to the first House 

for the first and second parliamentary stages to be repeated. Alternatively, the Prime Minister or 

the President of  either House may convene a joint committee of  both Houses (commission mixte 

paritaire), composed of  seven deputies and seven senators, to agree on the final Bill text. The 

joint committee is entrusted with the task of  reaching a compromise on the clauses on which 

agreement has not been reached. If  this mediation procedure fails to produce a compromise, the 

government can proceed to a new reading in each House and then ask the National Assembly 

to vote on the text as presented at its final reading. 

4.2.3 Final Stage: Promulgation and Publication

Once the Bill has been approved, it is sent to the general secretariat of  the government, which presents 

it to the President of  the Republic for a signature. The President may remand the Bill for further 

deliberation. Otherwise, the President must promulgate the law within the specified number of  days126 

and publish it in the Official Journal. This time period is suspended if  the Bill or certain provisions of  

the Bill are submitted for review by the Constitutional Council.

126  15 days in most cases.
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4.3 Administrative rule-making at the national level

As stated above, data privacy rights policy could also be as a result of  administrative rule-making. 

Administrative rule-making at the national level is the process by which federal administrative agencies 

make rules that create enforceable legal obligations. As a general matter, administrative agencies in 

West African countries derive their rule-making authority from laws enacted by the legislature. This law 

could be the law that creates the agency or another law. In some other cases, the power to make rules 

may be delegated by the President to that agency.

The process for administrative rule-making is not uniform across all West African countries. In some 

instance, the law mandates prior notification to and consultation with stakeholders. For instance, in 

Nigeria, the agency will notify the general public, usually through the agency’s official website, of  its 

intention to issue a new rule and invite comments from the public in respect of  the proposed rule. This 

notification is usually accompanied by a copy of  the proposed rules. Where administrative agencies in 

Nigeria have a statutorily mandated rule-making procedure that also involves stakeholder participation, 

a failure to comply with this procedure could render the resulting rule-making unlawful. 

Stakeholder engagement in administrative rule-making as described above is generally in the form of  

‘notice-and- comment’ comprising of  three stages as follows: (a) the agency first notifies the public of  

its intention to issue a new rule. This notification contains a proposed draft of  the rule and a solicitation 

for comments; (b) agency receives comments and modifies the proposed rule as may be necessary; 

and (c) a copy of  the final rule is published (or released) by the agency at a later date. The notice-and-

comment procedure is entirely different from a public hearing or inquiry where stakeholders are invited 

to make their comments in person. However, it is in some cases not a standalone process as it may also 

involve a public hearing. For instance, section 71 of  the Nigerian Communications Act 2003 requires all 

rule- making by the NCC to involve a public inquiry. At this public inquiry, stakeholders have the option 

of  either participating in person or submitting comments on any part of  the proposed rule.

In other West Africa countries such as Ghana and the Gambia, a draft of  the proposed rule/regulations 

is usually presented to the relevant committee of  the national legislature in these countries where it 

is critically analysed to ensure that it is consistent with constitutional provisions. While stakeholders 

may be consulted at this stage in the Gambia, Ghana makes no provision for stakeholder input in this 

process. After which the proposed rule may be approved (or annulled) by a resolution passed by a 

certain percentage of  members of  the national legislature. In Francophone West Africa, administrative 

agencies do not as a matter of  practice notify the public of  any proposed rule and as such administrative 

rule-making in this region does not involve any form of  stakeholder engagement process right from 

when proposed rule is conceptualised to when it is implemented.
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In some cases, the procedure for decision-making by administrative agencies including regulatory 

authorities is codified in national laws. For instance, section 4 of  the Information and Communications 

Act 2008 in Gambia requires the Public Utilities Regulatory Authority (PURA), the telecommunications 

sector regulator to undertake consultation with stakeholders where it intends to make a decision that 

has a significant impact on a market for information and communications networks or services. While this 

type of  administrative decision-making is not the same as administrative rule-making, the Information 

and Communications Act 2008 nonetheless prescribes how such consultation may be conducted. A 

similar obligation is imposed on the telecommunications regulator of  Ghana (section 27 Electronic 

Communications Act 2008) and Nigeria (sections 57 – 58 of  the Nigerian Communications Act 2003). 

Some of  these obligations may even specify how the public consultation may be conducted such as 

through public hearings/inquiries or the publication of  the notice of  the proposed decision. While 

not under any legal obligation to do so, some of  these administrative agencies such as the NCC have 

adopted the practice of  responding to every comment made by stakeholders in both administrative 

rule-making and decision-making processes. In responding, these administrative agencies may choose 

to reject comments made by a stakeholder by presenting a counter-argument or accept the comment 

and, where necessary, modify the proposed rule (or decision) to reflect that stakeholder’s comment.   

4.4 Importance of stakeholder engagement in policy-making

Stakeholder engagement in policy-making is important because it:

4.4.1 Provides opportunity to learn and to improve policy-making

To engage in effective policy-making, policy-makers require access to a rich and diverse pool of  

information, information which may not be readily available within the institution of  the policy-maker. 

The stakeholder engagement process provides ample opportunity for the exchange of  information 

between the members of  the public and policy-makers. This makes it possible for the stakeholder to 

bring forward information that is ‘privately-held’ by them as well as providing critical insight into the 

issue(s) sought to be addressed by the proposed policy and how it may impact different stakeholders.127 

Exposure to this kind of  information will enable policy-makers to learn in advance what aspect of  the 

policy proposal is problematic and likely to be resisted in which case the policy will fail to achieve its 

desired outcome.128 

4.4.2 Legitimises the policy-making process

Creating avenues for the public to participate in policy-making processes strengthens trust between the 

government and citizens. A government that is trusted, is likely to have its policies accepted as fair and 

127  Jenifer Nash and Daniel E. Walters, ‘Public Engagement and Transparency in Regulation: A Field Guide to Regulatory Excellence’ 

(June 2015) <https://www.law.upenn.edu/live/files/4709-nashwalters-ppr-researchpaper062015.pdf> accessed 23 October 2021, p. 3.

128  Cornelius M Kerwin and Scott R Furlong, Rulemaking: How Government Agencies Write Law and Make Policy (4th edn, CQ 

Press), p. 169.

https://www.law.upenn.edu/live/files/4709-nashwalters-ppr-researchpaper062015.pdf
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reasonable irrespective of  the burden of  compliance.129 Where policy-making is subjected to a robust 

public consultation process, evidence has been established to show that the policy output is unlikely to 

be subsequently challenged.130 Thus, public engagement will serve to legitimise the procedural aspects 

of  the policy-making process.131 By committing to stakeholder engagement, policy-makers also gain 

democratic credibility and accountability. Without accountability, the legitimacy of  decision-making by 

government may be called into question.

4.5 Assessment of the stakeholder engagement mechanism in data privacy rights 
policy-making in West Africa

According to OECD, the ideal stakeholder engagement process comprises three core elements each 

serving as a mechanism by which stakeholders are engaged during the entire policy-making lifecycle.132 

This model of  stakeholder engagement is designed having regards to the nature and how information 

is exchanged between stakeholders and the policymakers.133 The different components of  this process 

are: 

Public information: This is where policy-makers convey their intention to set policy to the public.134 

Information here is shared on a one-way basis from policy-makers to the public who play a passive 

role while waiting for the upcoming consultation.135 This information may be conveyed through written 

invitations to comment and/or mass media advertisement about the proposed policy.

Public consultation: Here, policy-makers receive information from the public concerning how the policy 

may be set.136 It constitutes a two-way communication between policy-makers and the public.137 

Public participation: This is where the exchange of  information occurs between policy-makers and the 

public.138 Unlike public information and public consultation, there is a dialogue between policy-makers 

129  Sidney A. Shapiro, ‘Agency Review of  Existing Regulations’ (1995) <https://bit.ly/3B9lhgl> accessed 24 October 2021, p. 434.  

130  Laura I. Langbein and Cornelius M. Kerwin, ‘Regulatory Negotiation versus Conventional Rule Making: Claims, Counterclaims, and 

Empirical Evidence’ (2000) <https://bit.ly/2ZqKeHh> accessed 24 October 2021, pp. 625 – 626. 

131  Jenifer Nash and Daniel E. Walters, ‘Public Engagement and Transparency in Regulation: A Field Guide to Regulatory Excellence’ (n 

127) 4.

132  Alberto Alemanno, ‘Stakeholder Engagement in Regulatory Policy’ (11 December 2015) <https://papers.ssrn.com/sol3/papers.

cfm?abstract_id=2701675 > accessed 25 October 2021, p. 10.

133  ibid.

134  OECD, ‘Background Document on Public Consultation’ (n.d) <https://www.oecd.org/mena/governance/36785341.pdf  > accessed 

25 October 2021, p. 1.

135  ibid. 

136  Alberto Alemanno, ‘Stakeholder Engagement in Regulatory Policy’ (n 132). 

137  OECD, ‘Background Document on Public Consultation’ (n 134).

138  Alberto Alemanno, ‘Stakeholder Engagement in Regulatory Policy’ (n 132).    

https://bit.ly/3B9lhgl
https://bit.ly/2ZqKeHh
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=2701675
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=2701675
https://www.oecd.org/mena/governance/36785341.pdf


36

Chapter 4 | Mapping the data privacy right policy-making process in West Africa

and the public which could lead to a change in the opinion of  any of  the parties.139  

Thus, for stakeholder engagement in policy-making to be sufficient, all three components must happen, 

otherwise it would be deemed insufficient. In terms of  stakeholder engagement in data privacy rights 

policy-making in West Africa, it is observed that in many cases none of  the constituent element of  the 

OECD recommended stakeholder engagement process was met. For instance, it is always good practice 

in public information if  the information notified by policy-makers to the public can be disseminated as 

widely as possible. Specifically, at the ECOWAS regional level, it is observed that no procedure exists 

for stakeholders from within the ECOWAS region to be notified by their national government or even 

through ECOWAS institutions of  policies being considered by ECOWAS institutions. Even alternative 

means of  communication with stakeholders such the official websites of  ECOWAS institutions and 

social media channels contain no relevant information on the ECOWAS lawmaking process. This failure 

of  ECOWAS institutions to maximise the benefits derived from engaging regional stakeholders in its 

decision-making activities has been observed in an article published in 2020.140  

In the case of  the national legislatures in West African countries, although Bills are published in legislative 

journals ordinarily accessible to the public, there is no general duty to ensure that the public is aware 

of  the existence of  such Bills. Moreover, no formal process to ensure that the public have access to 

copies of  Bills under consideration and other relevant legislative information regarding the Bills. Even 

the official website of  some national legislatures in West Africa are not updated regularly with Bills, 

and where the Bills are uploaded, there may be no other update on the progression of  the Bills. While 

more sophisticated and determined stakeholders may be able to obtain relevant legislative information, 

members of  the wider public may not have such access, and thus will not be able to contribute to the 

lawmaking process. 

Public information also requires that policy proposals are accompanied by an explanatory note, that is 

a statement in a language easily understood by the stakeholder. As a minimum, the statement should 

contain a concise statement of  the purpose of  the Bill or proposed rule, the effect of  its substantive 

provisions and in the case of  administrative rule-making, a reference to the legal authority under which 

the rule is proposed. The purpose of  the explanatory note is to provide information to stakeholders on 

what the proposal seeks to do, how it will do it and any other helpful background information that would 

assist stakeholders to make meaningful contributions to the policy-making process. In some cases, the 

explanatory note can be used as an interpretative guide for understanding the provisions of  the policy 

if  eventually it comes into force.141 The only instances where this practice is enshrined in the law among 

139  ibid.

140  Paul Agu Igwe et al, ‘The global order, regional integration and multiculturally diverse stakeholders: The case of  ECOWAS’ (4 

June 2020) <https://www.emerald.com/insight/content/doi/10.1108/IJOA-10-2019-1896/full/html?skipTracking=true> accessed 28 

October 2021.

141  Office of  Chief  Parliamentary Counsel, ‘Guide to Preparing an Explanatory Memorandum and Template’ <https://www.vic.gov.au/

sites/default/files/2019-12/Guide-to-preparing-an-explanatory-memorandum-Office-the-Chief-Parliamentary-Counsel.pdf> accessed 25 

October 2021, p. 4. 

https://www.emerald.com/insight/content/doi/10.1108/IJOA-10-2019-1896/full/html?skipTracking=true
https://www.vic.gov.au/sites/default/files/2019-12/Guide-to-preparing-an-explanatory-memorandum-Office-the-Chief-Parliamentary-Counsel.pdf
https://www.vic.gov.au/sites/default/files/2019-12/Guide-to-preparing-an-explanatory-memorandum-Office-the-Chief-Parliamentary-Counsel.pdf
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West African countries are the Gambia and Ghana where section 154 (2) (a) of  the Constitution and 

section 106 (2) of  the Constitution respectively prohibit a Bill from being introduced to the legislature 

unless it is accompanied by an explanatory memorandum. There is no evidence that the practice of  

providing explanatory notes for policy-making (including data privacy rights policymaking) is required 

or utilised in lawmaking or administrative rule-making at the regional level and in the rest of  West 

Africa. It is also worth mentioning that while the general principles and merits of  a Bill may have been 

debated (and in some cases explained) during the debate on a Bill, the records of  these proceeding are 

not, as a matter of  practice notified to the public when soliciting their comments in respect of  the Bill.

In the case of  public consultation, the gunning principles142 set out the following as criteria for conducting 

an effective public consultation: (a) consultation is undertaken when the proposals are still in a formative 

stage; (b) adequate information is given to enable consultees to properly respond; (c) adequate time 

is provided in which to respond; and (d) the decision-maker gives conscientious consideration to the 

response to the consultation. Again, this does not appear to be a prominent feature of  data privacy 

rights policy-making in West Africa either at the national or regional level since stakeholders are 

typically involved only at the decision-making stage of  the policy-making, that is where the policy 

output has already been decided, and not at problem identification, policy formulation, implementation 

or evaluation stage of  the policy cycle. 

In the case of  ECOWAS, stakeholders other than CSOs and NGOs may become aware of  the existence 

of  a particular policy only after it has been adopted and subsequently published in the national gazette 

of  Member States as required by art. 9 of  the Revised ECOWAS Treaty, which is infrequently done. In 

the case of  public participation, even when there is the active participation of  stakeholders, there is no 

evidence that data privacy rights policy-makers in West Africa considered (or will consider) in detail the 

comments received from each stakeholder.143 In other words, there must be responsiveness on the part 

of  data-rights policy-makers, that is they must be able to demonstrate to stakeholders they are ‘not just 

asking for input but [are] genuinely considering that input’.144

In the light of  the foregoing assessment, this report makes recommendations in Chapter 7 on how 

citizens and the stakeholder engagement process may be improved in data privacy rights policy-making 

in West Africa.

142  These principles are derived from the English case of  R v Brent London Borough Council, ex parte Gunning (1986) 84 LGR 168 and is often 

cited as a basis for assessing the legitimacy of  public consultations.

143  With the exception of  the NCC in Nigeria which has a practice of  considering and responding to every comment made in response 

to a proposed rule during its public inquiries.  

144  William M. Babiuch and Barbara C. Farhar, ‘Stakeholder Analysis Methodologies Resource Book’ (March 1994) <https://www.nrel.gov/

docs/legosti/old/5857.pdf> accessed 26 October 2021, p. 49.

https://www.nrel.gov/docs/legosti/old/5857.pdf
https://www.nrel.gov/docs/legosti/old/5857.pdf
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Chapter 5

Highlights of some extant and proposed data privacy rights
policies in West Africa

As explained in Chapter 4, the most comprehensive data privacy rights policy existing at the regional 

ECOWAS level is the ECOWAS Data Protection Act. At the national level, many countries in West Africa 

have enacted several policies that touch on data privacy rights, the most prominent of  these are 

legislations (and in the case of  Nigeria regulations) that regulate the processing of  personal data. Data 

processing occurs where any operation or a set of  operations is performed on personal data, whether 

wholly or partly, with or without automated means.145 Thus, data privacy rights may be invoked every 

time personal data is processed. Another type of  data privacy rights policy observed in West African 

countries is those that require the registration and management of  personal data in a government 

approved identification (ID) database. Unlike data protection legislations which regulates how data 

processing activities may be conducted, this type of  data privacy rights policy prescribes the manner 

for registering and managing personal data in an ID database. National identity databases are essential 

for socio-economic development because they facilitate access to a broad range of  services and the 

exercise of  political and economic rights by the people.146 The major data privacy rights concern with 

ID databases is under what condition would third-parties (especially law enforcement agencies) have 

access to the information contained in the database. While data protection legislations and registration 

of  identity legislation are currently in force across West Africa, at least one from Nigeria is currently at 

the proposal/formulation stage.

The table below provides a summary of  eight of  these data privacy rights policies at both the regional 

level and in select West African countries, highlighting their most salient features. Readers should note 

that this review is not a substantive analysis of  any provision of  these data privacy rights policies but 

rather a summary that highlights some of  their main features as described below. 

145  This is the definition adopted by the data protection legislation of  Benin, Cape Verde, Côte d’Ivoire, Ghana, Nigeria and Senegal.

146  World Bank Group, ‘Nigeria - Digital Identification for Development Project (English)’ (20 January 2020) <https://documents1.

worldbank.org/curated/en/250181582340455479/pdf/Nigeria-Digital-Identification-for-Development-Project.pdf> accessed 30 

October 2021, pp. 7 - 8.

https://documents1.worldbank.org/curated/en/250181582340455479/pdf/Nigeria-Digital-Identification-for-Development-Project.pdf
https://documents1.worldbank.org/curated/en/250181582340455479/pdf/Nigeria-Digital-Identification-for-Development-Project.pdf
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Type of  data policy

Territorial scope

Status

Covered persons

Data privacy rights 
created

Availability of  redress 
mechanism

Regulatory authority

ECOWAS Data Protection Act

Data Protection Act, Law 133 of  2001

Right to information, right of  access, right to object, and the 

right to rectification and destruction.

Right to information, right of  access, right to object and the 

right to not be subject to automated decision-making.

Yes

Yes

None

Yes, the Comissão Nacional de Protecção de Dados Pessoais 

(CNPD)

Data Protection Community Act

Data Protection Legislation

ECOWAS region

Cape Verde

In force since 10 February 2010

In force since 22 January 2001

Data controller, data processors and data subjects.

Data controller, data processor, data subject and recipients

These data privacy rights policies and the applicable region or nation are:

Type of  data policy

Territorial scope

Status

Covered persons

Availability of  redress 
mechanism

Regulatory authority

Data privacy rights 
created
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Law No. 230 - 450

The National Identification Authority Act, The National Identity Register 
Act 2008 and The National Identity Register (Amendment) Act 2017 

The right to information, the right to oppose the processing of  

personal data in certain circumstances and the right to 

rectification.

The right to access and correct

Yes

Yes

Yes, the Autorité de Régulation des Télécommunications de 

Côte d’Ivoire (ARTCI)

Yes, the NIA

Data Protection Legislation

Registration of  Identity Legislations

Côte d’Ivoire

Ghana

In force since June 2013

In force since 18 April 2006, 28 January 2008 and 4 Decem-

ber 2017 respectively 2017 respectively

Data controller, data processor, data subjects and recipients

The National Identification Authority (NIA), eligible persons 

and user agencies

Type of  data policy

Territorial scope

Status

Covered persons

Availability of  redress 
mechanism

Regulatory authority

Type of  data policy

Territorial scope

Status

Covered persons

Availability of  redress 
mechanism

Regulatory authority

Data privacy rights 
created

Data privacy rights 
created
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The Nigerian Communications Commission (Registration of  Telephone 
Subscribers Regulations 2011

The Data Protection Bill

The right to view information stored and to request updates 

and amendments as may be necessary.

The right to access and correct

No redress mechanism, although a telecommunications sub-

scriber has a general right of  complaint under the Consumer 

Code of  Practice Regulations 2007

Yes

Yes, the Nigerian Communications Commission (NCC)

Yes, the Data Protection Commission

Registration of  Identity Regulations

Data Protection Bill

Nigeria

Nigeria

In force since 3 November 2011

Not in force

Independent registration agents, telecommunications licensees, 

security agencies, telecommunications subscribes and subscrib-

er registration solution providers

The right to information, the right of  notification of  a data breach, 

the right of  access, the right not to be subject to automated 

decision-making, the right to rectification, right to judicial remedy, 

right to object, right to suspect data processing operation, 

right to prevent processing and the right to data portability.

Type of  data policy

Territorial scope

Status

Covered persons

Data privacy rights 
created

Availability of  redress 
mechanism

Regulatory authority

Type of  data policy

Territorial scope

Status

Covered persons

Data privacy rights 
created

Availability of  redress 
mechanism

Regulatory authority
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Law No. 2008 - 12

Law No. 2019 – 014 of  29 October 2019 relating to the protection of  
personal data

The right to information, right of  access, right of  objection and 

the right of  rectification and deletion

The right to information, the right of  access, the right to object, 

the right of  rectification and deletion and right to erasure.

Yes

Yes

Yes, the Commission des Données Personnelles (CDP)

Yes, the Instance de Protection des données à caractère 

Personnels (IPDCP)

Data Protection Legislation

Data Protection Legislation

Senegal

Togo

In force since 25 January 2008

In force since 18 September 2019

Recipients, data subjects, data controller, sub-processors and 

third-parties.

Recipients, data subjects, data controller, sub-processors and 

third-parties

Type of  data policy

Territorial scope

Status

Covered persons

Data privacy rights 
created

Availability of  redress 
mechanism

Regulatory authority

Type of  data policy

Territorial scope

Status

Covered persons

Data privacy rights 
created

Availability of  redress 
mechanism

Regulatory authority
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Chapter 6 

Mapping data privacy rights policy stakeholders in West Africa

Stakeholder mapping is usually the first step for stakeholder engagement in policy-making. Through 

stakeholder mapping, strategies to change policies and improve both procedural and substantive issues 

of  policy-making may be formulated. In other words, stakeholder mapping may be used as a basis for 

engaging identified data privacy rights policy stakeholders and also to foster their engagement in data 

privacy rights policy issues. Stakeholder mapping is important in policy-making because it can be used 

to:

i. identify the impacts of  a proposed policy, both positive and negative

ii. identify the entire range of  stakeholder groups that could be affected by a proposed policy

iii. assess how the stakeholder groups are likely to be affected by the identified impacts of  the 

proposed policy

iv. engage stakeholder groups by for instance, identifying potential adjustments to the proposed 

policy that could mitigate adverse impacts, especially on any stakeholder group.

6.1 Methodological approach

Having identified data privacy rights issues as the policy under consideration, the methodological 

approach employed in this report for stakeholder mapping is outlined in the following steps below:

a) Identify: Through desk research, we systematically identify and list the relevant stakeholders 

based on a variety of  open-source information. The sources include information contained 

on the website of  potential stakeholders, online/offline reports by local newspapers and 

any other published materials concerning data privacy rights issues in West Africa published 

in the last five years.147 To complement desk research, the report relied on the information 

obtained from a structured questionnaire in both English language and French language. The 

questionnaires were shared on various social media platforms and email groups requesting 

research institutions/think tanks, civil society organisations, consumer protection organisations 

147  Researchers will go beyond this period in cases where the available material published in the last 5 years does not yield relevant 

information. 
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and human rights organisations to self-identify their interest in data privacy rights policy issues. 

These questionnaires were available online from 20 October 2021 to 9 January 2022.

Consequently, stakeholders are generally identified and listed based on desk research or based 

on the information obtained through these questionnaires, which information was determined to 

sufficiently explain their interest in data/digital rights policy issues. Although having an interest 

in data privacy rights is not the sole criteria for identification as a stakeholder, that stakeholder 

must also have a physical presence in any country within West Africa or in Africa irrespective of  

whether its reach is global.148

The stakeholder map is presented in a matrix149 below (Figure 1) in which information for each 

of  the identified stakeholders is set out vertically based on a set of  predefined stakeholder 

characteristics including the extent of  their reach within the West African region. This report 

adopts the following as broad categories of  stakeholders of  data privacy rights policy issues in 

West Africa:

i. Regional and national legislatures

ii. Ministries, Departments and Agencies (MDAs) including data privacy rights 
enforcement authorities/data protection authorities

iii. Law Enforcement Agencies150

iv. Tech companies (or data users) who, in the normal course of  their operation are 
involved in data exploitation. This category will generally include data controllers 
and processors151 but excludes law enforcement agencies.

v. Research institutions and think tanks

vi. International donor and development organisations

vii. Regional (ECOWAS) Intergovernmental organisations

viii. Non-Regional Intergovernmental organisations

ix. Civil Society Organisations (CSOs), Consumer Protection Organisations (CPOs) and 

Human Rights Organisations (HROs)

These categories of  stakeholder would be identified on a country level, that is separately on 

the basis of  having a physical presence in each country in West Africa. For certain stakeholders 
who do not have a physical presence in any West African country (or with an African or global 

reach), they would be identified separately under the heading ‘international and non-regional 

148  This category of  stakeholders who though not necessarily present in West Africa but whose work or policies have an impact in West 

Africa include the Big Tech who are grouped under the heading ‘international and non-regional based stakeholders’. 

149  This is a modified version of  the stakeholder analysis matrix developed in Derick W. Brinkerhoff  and Benjamin L. Crosby, Managing 

Policy Reform: Concepts and Tools for Decision-makers in Developing and Transitioning Countries (Kumarian Press, CT, 2002).

150  Limited to only the lead/primary law enforcement agency and domestic intelligence agency in each particular country of  West Africa.

151  This is the ‘natural or legal person (other than an employee of  the controller), public authority, agency or other body which processes 

personal data on behalf  of  the controller’, see iapp ‘Glossary of  Privacy Terms’ (n 95).
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based stakeholders’.

b) Determine motivations: For each stakeholder, we identify their motivations and the nature of  

their engagement with issues around data privacy rights policy, including their position on data 

privacy rights policy issues. This assessment would be based on a combination of  the impact of  

their past (or present/ongoing) work, the information they have provided in the questionnaire, 

their public statements, information obtained from news reports and information derived from 

their website about their work on data privacy rights policy issues.                                                    

    

c) Assess their level of influence: We assess how much power (or influence) each stakeholder has 

regarding data privacy rights policy issues. This assessment is based on whether such influence 

is high, medium or low or can be derived from other stakeholder characteristics such as available 

resources and the ability to mobilise such resource. Our definition of  influence is based on Max 

Weber’s definition of  power as ‘the probability that one actor within a social relationship will be 

in a position to carry out his own will despite resistance, regardless of  the basis on which this 

probability rests’.152 In simple terms, power is the ability of  a stakeholder to affect or influence 

data privacy rights policy. 

The information derived from steps a) – c) are presented in the stakeholder analysis matrix in Figure 1 

below.153

152  Max Weber, Economy and Society: An Outline of  Interpretive Sociology (University of  California Press 1978), p. 53.

153  High for stakeholder that can make decisions regarding the use of  the resources in his or her organisation or area; medium for 
the stakeholder is one of  several persons that can make decisions regarding the use of  resources; low for the stakeholder cannot make 
decisions regarding the use of  the resources. If  the stakeholder is an organisation, it can be concluded that the stakeholder has the 
ability to mobilise these resources because it has direct influence over personnel working for it

Policy: Data pivacy rights policy issues
Category of  stakeholder:

Data 
Protection
Legislation

Resources 
available 
Identify specific 
resources held 
by group or to 
which it has 
access. 
(Resources 
include staff  
and volunteers, 
financial, 
technology, 
information, 
legal, religious/
moral or 
others)

Identify 
reason or
nature of  
group’s or 
individual’s 
interest in
the issue

Low, Medum or 
High

Low, Medum or 
High

Low, 
Medum or 

High

Name of  
Stakeholder

Reach of  
stakeholder

Nature of  
stakeholder’

interest

Power/influence 
of

stakeholder

Level of  
knowledge

Resources 
available

Resource 
mobilisation

capacity153

Figure 1
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d) Harvest observations and possible actions: Having completed the previous steps, we discuss 

our main findings based on a comparison of  information relating to the various stakeholder 

characteristics considered in the mapping exercise. In particular, we make our conclusions as to 

the following on a regional level and in select West African countries; what do stakeholders see as 

possible advantages or disadvantages of  data privacy rights policy issues (interest analysis); who 

are the most important stakeholders (from a power/influence analysis); what is the stakeholders’ 

knowledge of  data privacy rights policy issues; and stakeholders with available resources that 

can be readily mobilised to support or oppose data privacy rights policy issues.

The information comprised in this step, in conjunction with our description of  the institutional 

framework for, and mapping of  data privacy rights policy-making in West Africa contained in 

Chapter 4154 would also form the basis of  Chapter 7 of  this report.155 Chapter 7 identifies 

the potential pathways for the involvement of  citizens and other stakeholders in the design, 

regulation, and application of  technology and data privacy rights policy issues.

6.2 Highlights and observations of the stakeholder mapping exercise

The stakeholder mapping exercise was primarily the result of  extensive desk research with limited 

opportunities for field visits. It does however present a baseline of  stakeholders with interest in data 

privacy rights operating at the national or regional level across West Africa and even internationally 

with an African reach. Illustrations of  various aspects of  this mapping exercise are presented in the 

figures below while a detailed mapping exercise contained in excel spreadsheets setting out all the 

identified data privacy rights policy stakeholders across West Africa and their various characteristics can 

be downloaded (or viewed) by clicking this link.

                                    

154  See section 4 of  this inception report for an outline of  the report.

155  ibid.

Percentage of  stakeholders identified across West Africa
Total number of  stakeholders identified in West Africa: 682

Figure 2

https://www.techpolicy.com.ng/wp-content/uploads/2022/03/Stakeholder-Mapping-Template-Downloaded-8-March-2022.xlsx
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             Figure 3

                                                     

          Figure 4

                                                                

Percentage of  stakeholder categories in West Africa

Power influence level of  identified stakeholders in West Africa in percentage
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           Figure 5

Based on a comparison of  information relating to the various stakeholder characteristics considered in 

the stakeholder mapping exercise conducted above, this report makes the following conclusions:

6.2.1 The most powerful/influential stakeholder

The most powerful/influential stakeholder in data privacy rights policy issues on a country-by-country 

analysis can be divided into four groups. In the first group are national legislatures; MDAs including 

data privacy rights enforcement authorities/data protection authorities; and Law Enforcement Agencies. 

The stakeholders in this group are the most influential in terms of  affecting data privacy rights policy 

issues, and the source of  this power is mostly statutory, that is granted by law. In the second group are 

tech companies particular Mobile Network Operators (MNOs), Internet Service Providers (ISPs), Fintech 

and ‘Big Tech’ who are usually capable of  coordinating their shared interest in a particular data privacy 

rights policy as a lobbying coalition. In this manner, they can create mutually beneficial relationships 

with data privacy rights policy-makers including the national legislature. In a democratic setting, it 

is well established that effective lobbying can influence public policy decision-making.156 In addition, 

lobbying indicates access to policy-makers. The more access a stakeholder has to policy-makers, ‘the 

less it needs to rely on mobilisation strategies when trying to influence [data privacy rights policy-

making]’.157

The third group comprises CSOs, Consumer Protection Organisations and Human Rights Organisations. 

The activities of  this group of  stakeholders include awareness creation, policy advocacy and strategic 

156  Robert R. Bianchi and Sherrie A. Kossoudji. ‘Interest Groups and Organizations as Stakeholders’ (June 2001) <https://web.worldbank.

org/archive/website00522/WEB/PDF/SDP_35.PDF> accessed 5 December 2021, p. 7. 

157  Christoph Knill and Jale Tosun, Public Policy A New Introduction (n 115) 95.

Level of  knowledge of  identified stakeholders in West Africa in percentage

https://web.worldbank.org/archive/website00522/WEB/PDF/SDP_35.PDF
https://web.worldbank.org/archive/website00522/WEB/PDF/SDP_35.PDF
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public interest litigation of  data privacy rights claims before the courts. Their ability to litigate these 

claims is an indication that they have a high degree of  influence/power in relation to data privacy rights 

policy issues. This is because court decisions, if  in their favour could eventually shape and/or influence 

data privacy rights policy-making. For instance, the Socio-Economic Rights and Accountability Projects 

(SERAP), a CSO based in Nigeria, in SERAP v. Federal Republic of Nigeria158 successfully obtained an interim 

order from the ECOWAS Court of  Justice to protect freedom of  expression online and digital rights of  

Nigerians. The interim order restrained the Federal Government of  Nigeria from imposing any sanctions 

on Nigerians for the use of  twitter, the microblogging service, and other social media platforms. In the 

fourth group are international donor and development organisations. In this group are organisations 

that support economic development through various direct and indirect financing programs. In these 

financing programs, these organisations may impose or make specific policy recommendations that the 

government of  the donor-recipient country must comply with as a condition for receiving this support. 

For instance, the World Bank is presently extending some credit facilities of  approximately $115 million 

to the Federal Government of  Nigeria to support the Nigeria Digital Identification for Development 

Project. One of  the key conditions imposed on Nigeria for the continuous receipt of  this fund is for 

Nigeria to enact a comprehensive data protection legislation to provide safeguards and trust once the 

project becomes operational. On 12 November 2021, the Federal Government of  Nigeria advertised in 

the national papers soliciting for an expression of  interest from consultants to draft a data protection 

legislation for Nigeria.

6.2.2 Stakeholders’ level of knowledge

In terms of  stakeholders’ level of  knowledge of  data privacy rights issues, it ranges between medium 

and high level. The mapping revealed that the national legislatures of  all the West African countries 

are rated medium in their level of  knowledge, despite being rated the ‘high’ in power/influence. The 

medium rating is premised on the fact that national legislatures often engage external technical skills 

in data privacy rights in other to identify the real issues in data policy proposals. On the other hand, 

stakeholders categorised as MDAs particularly data privacy rights enforcement authorities and CSOs, 

Consumer Protection Organisations and/or Human Rights Organisations were revealed to have a level 

of  knowledge that ranges from low to high in data privacy rights policy issues. For stakeholders in this 

category who were rated high in terms of  level of  knowledge, this can be attributed to the experience 

they have acquired on dealing with data privacy rights issues on an ongoing basis.

6.2.3 Ability of the stakeholder to mobilise resources

The ability of  a stakeholder to mobilise resources may be rated as low, medium or high. It is high for 

stakeholder that can make decisions regarding the use of  the resources in his or their organisation or 

area; medium if  the stakeholder is one of  several persons that can make decisions regarding the use 

of  resources; and low if  the stakeholder cannot make decisions regarding the use of  the resources. 

If  the stakeholder is an organisation, it can be concluded that the stakeholder can mobilise these 

resources because it has direct influence over personnel working for it, which would be the case for 

158  ECW/CCJ/APP/23/21.
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all stakeholders identified in the mapping exercise. The ability to mobilise resources may sometimes 

be taken into consideration when analysing how powerful a stakeholder is, particularly concerning ‘the 

level of  force with which the stakeholder might support or oppose the policy’.159

      

159  Kammi Schmeer, ‘Guidelines for Conducting A Stakeholder Analysis’ (n 9), p. 10.

Chapter 6 | Mapping data privacy 
rights policy stakeholders in West 
Africa
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Chapter 7 

Recommendations for an improved stakeholder consultation 

in data privacy rights policy-making

Stakeholder engagement in data privacy rights policy-making across West Africa was assessed in Chapter 

4 and found to be deficient in some aspects. To remedy this deficiency, data privacy rights policy-

makers at the regional and national level may consider the following recommendations for improving 

stakeholder engagement;160 

7.1 Conduct regulatory impact assessment

Regulatory impact assessment (RIA) is a systematic and structured analysis of  the impact of  a proposed 

policy measure against a range of  possible alternatives. In West Africa, both at the regional and national 

level, there were few instances (in Francophone West African countries) in which RIA was conducted 

as part of  the policy-making process. In those few instances, there is no record to show that the 

outcome of  the RIA was ever made publicly available for access by stakeholders. If  properly utilised, 

RIA can provide critical insight into the effectiveness of  a government’s proposed policy intervention. 

By incorporating RIA as an important element of  stakeholder engagement in the early stages of  a 

policy proposal, the transparency of  the proposed policy is enhanced. This is because the RIA would 

articulate the motivation of  the government to enact the policy. It would also explain why the proposed 

policy is more desirable than alternatives, including the option of  doing nothing. To give effect to this 

transparency, the RIA should in all cases be accessible to stakeholders, together with a copy of  the 

proposed policy. The result of  failure to follow these processes in policy-making is that the stakeholders 

would see policy-making as shrouded in opacity and lacking any form of  structured justification.

7.2 Institute clearly defined processes involving stakeholders for monitoring and 
evaluating data privacy rights policies

The evaluation of  the progress of  a data privacy rights policy is usually done after enactment. This 

seeks to assess whether the policy has attained its objectives; the unintended effects of  the policy; and 

in the case of  policy failure, whether the failure is as result of  policy design or implementation. Unlike 

RIA which is carried out ex ante (prior to policy enactment), evaluations are normally carried out ex post 
(after enactment) to assess how effective a policy has been in achieving its stated objectives. The main 

160  These recommendations while being specific to data privacy rights policy-making are applicable to policy-making generally.
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purpose for evaluating policies are:161 to support decision-making on how policy implementation may 

be improved; to provide a transparent assessment of  government policies to stakeholders including 

international donor and development partners and lastly to identify areas for policy improvement.

The first stage in conducting an evaluation usually requires the identification of  users/clients of  the 

evaluation.162 In this case, it is recommended to include all the relevant stakeholders, especially CSOs 

and NGOs to improve the quality and acceptability of  the evaluation. In addition, the effectiveness of  

a particular policy can be gauged from the perspective of  stakeholders, outside the government that 

are affected by the policy. Hence, the importance of  involving stakeholders such as businesses, CSOs, 

NGOs, which are directly subject to the policy and can offer useful information on its effectiveness. 

A good example of  this in data privacy rights policy is the evaluation of  the GDPR by the European 

Commission (EC) which involves a multistakeholder group comprising members drawn from individuals, 

CSOs/NGOs and trade and business associations. This approach enables the EC to identify potential 

challenges in the application of  the GDPR from the ‘perspective of  different stakeholders’ who then 

advise on how to overcome these challenges.163   

7.3 Policy-making proposal should in all cases be accompanied by explanatory 
notes

In assessing stakeholder engagement in data privacy rights policy-making across West Africa, only 

the Gambia and Ghana expressly require that explanatory notes accompany every Bill introduced to 

the national legislature. In the case of  administrative rule-making, there is no record to show that 

explanatory notes have ever accompanied proposed rules or policies in any country in West Africa. 

Explanatory notes as explained in Chapter 4 are documents that explain the purpose of  a policy 

proposal. In this regard, an explanatory note not only provides the reader with background information 

on the development of  the policy, it also provides a clear non-technical explanation of  each clause of  

the policy (Bill or proposed regulation) and information on how the policy will affect existing policy in 

this area. Accordingly, it therefore follows that the information contained in explanatory notes can assist 

stakeholders in contributing to policy-making by providing a good basis for engaging policy-makers on 

how a policy may be designed or enforced.

 

7.4 Stakeholder to be engaged at all stages of the policy cycle

The policy cycle includes the following stages: policy initiation and agenda setting (first stage) where 

the problems warranting policy intervention are identified; policy preparation and design (second stage) 

161  Christoph Knill and Jale Tosun, Public Policy A New Introduction (n 115) 144.

162  ibid 145.

163  European Commission, ‘Multistakeholder expert group to support the application of  Regulation (EU) 2016/679 (E03537)’ 

(3 May 2017) <https://ec.europa.eu/transparency/expert-groups-register/screen/expert-groups/consult?do=groupDetail.

groupDetail&groupID=3537> accessed 6 December 2021. 

https://ec.europa.eu/transparency/expert-groups-register/screen/expert-groups/consult?do=groupDetail.groupDetail&groupID=3537
https://ec.europa.eu/transparency/expert-groups-register/screen/expert-groups/consult?do=groupDetail.groupDetail&groupID=3537
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where the first draft of  a proposed policy is prepared; and policy implementation and evaluation (third 

stage) where the policies are implemented and effectiveness of  the policies are assessed. Except for the 

second stage where stakeholders normally participate (at the request of  policy-makers) in how policies 

are prepared, there is no evidence that stakeholders are (or have ever been) requested to participate in 

the other two stages of  the policy cycle in data privacy rights policy-making in West Africa. 

In this regard, there are a variety of  engagement mechanisms which can be employed to give stakeholders 

an opportunity for participation in policy-making at all stages of  the policy cycle. For instance, in the 

first stage, a referendum where the electorate is asked to express their views by voting on a government 

policy could be employed.164 Another stakeholder engagement mechanism that can be employed by 

policy-makers at the first stage is the so called ‘agenda initiatives’ where a specified number of  citizens 

can propose to a regulatory authority for the adoption of  a particular policy measure. This is akin to 

the citizen participation model in the EU under the European Citizen’s Initiative.165 

7.5 Stakeholder consultation in legislative and regulatory proceedings must be in 
accordance with the gunning principles

As discussed in Chapter 4, the gunning principles comprises the four main elements of  an effective 

public consultation process as; (a) consultation is undertaken when the proposals are still in a formative 

stage; (b) adequate information is given to enable consultees properly to respond; (c) adequate time 

is provided in which to respond; and (d) the decision-maker gives conscientious consideration to the 

response to the consultation. The gunning principles constitute the minimum standard with which a 

public consultation must conform to in order to be effective and meet the procedural requirements of  

fairness. 

Unless there exist a legally prescribed procedure for public consultation, this report recommends 

that stakeholder consultation in data privacy rights policy-making be conducted in a manner that is 

consistent with the gunning principles. In this regard, each of  the individual elements of  the gunning 

principles should be interpreted as follows:

a) consultation is undertaken when the proposals are still in a formative stage: This 

means that policy-makers cannot consult on a decision that has already been taken. Not 

only would this be unfair, it would also be pointless since the outcome has already been 

pre-determined.            

b) adequate information is given to enable consultees properly to respond: This element 
means that policy-makers must provide the people involved in the consultation process 
sufficient information that will enable them to make an intelligent choice and input in the 
consultation process. The information should include an RIA, the various proposals made 
and any alternatives to the proposals considered.

164  Although this may require constitutional amendment, a lengthy and contentious process.

165  https://europa.eu/citizens-initiative/_en 

https://europa.eu/citizens-initiative/_en
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c) adequate time is provided in which to respond: This means that participants must 

be afforded sufficient time to make an informed decision and to provide an adequate 

response. Where the subject matter of  the consultation is complex and/or not well 

known to the participants, policy-makers are recommended to consider a longer period 

of  consultation.

d) the decision-maker gives conscientious consideration to the response to the 

consultation: This means that policy-makers must be able to demonstrate that they have 

listened to and fully considered responses from participants of  the consultation process 

before making any final decision.

7.6 Enact legislation mandating public consultation in all policy-making

In West Africa, while data privacy rights policy-makers may be under a legal obligation to engage 

stakeholders in certain circumstances where enforceable policies are considered, however no data privacy 

rights policy-maker in any country in West Africa is mandated by law to consult with stakeholders every 

time data privacy rights policies are considered. In this regard, this report recommends that countries 

in West Africa may consider enacting legislation that mandates public consultation in all instances 

where the national assembly and/or administrative agencies consider policies (including data privacy 

rights policies) that will among other things create enforceable legal obligations. This legislation must 

in addition to meeting the standards set by the gunning principles, also among other things prescribe 

the various modes in which public consultation may be conducted and the circumstances in which it 

would be appropriate to hold such consultations. 

Additional elements that may be considered when framing this legislation are: 

a) accessibility of public consultation:166 That is ensuring that the public consultation is 

accessible in terms of  language, physical geography, style and virtual/online.167

b) Duration of the public consultation:168 For each mode of  public consultation and its 

various phases, the legislation must specify the minimum duration. This is to improve the 

quality of  participation by stakeholders.

166  Flavia Milano and Andrea Sanhueza, ‘Public Consultations With Civil Society: Guidelines For Public And Private Executing Agencies’ 

(2016) <https://publications.iadb.org/publications/english/document/Public-Consultations-with-Civil-Society-Guidelines-for-Public-and-

Private-Executing-Agencies.pdf> accessed 16 December 2021, p. 21. 

167  ibid.

168  ibid 22.

https://publications.iadb.org/publications/english/document/Public-Consultations-with-Civil-Society-Guidelines-for-Public-and-Private-Executing-Agencies.pdf
https://publications.iadb.org/publications/english/document/Public-Consultations-with-Civil-Society-Guidelines-for-Public-and-Private-Executing-Agencies.pdf
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c) Inclusion and diversity:169 The legislation on public consultation must provide that 

segment of  the society most likely to be impacted by the proposal be notified and 

consulted prior to enacting the data privacy rights policy. For instance, in the context of  

data privacy rights policy-making, it would be appropriate to notify stakeholders from 

all racial background where policy making in respect of  FRTs are considered. So also, 

it would be appropriate to encourage the participation of  parents and those having 

parental control over a child to participate in data privacy rights policy-making concerning 

children and vulnerable people. Non-inclusion and a lack of  diversity in this regard are 

likely to render the public consultation process restrictive and ineffective.

d) Representativeness:170 Different from inclusion and diversity which targets specific 

segment of  the society, representativeness ensures that the stakeholders consulted 

represent different interests regarding the subject matter of  the data privacy rights policy 

contemplated.171 

e) Publication: Public consultation would not be public if  legislation does not mandate 

that details of  upcoming consultation be made public through the mass media or on the 

internet.

7.7 Use the internet and social media as a channel for stakeholder engagement

The internet is a powerful tool for citizen mobilisation and stakeholder engagement due to its ability 

to reach multiple audience both far and wide, and lower the cost of  participation of  citizens in remote 

locations. While some may argue that the internet may not be a proper substitute for traditional 

channels for stakeholder engagement, the ongoing COVID-19 pandemic forced a change to in-person 

interaction worldwide that saw a surge in the uptake of  online channels to engage in public discussion. 

To maximise opportunities of  the internet for improving stakeholder’s knowledge of, access to and 

involvement in data privacy rights policy-making, policy-makers should as a matter of  practice use the 

internet to inform the public of  (a) their interest in a proposed data privacy rights issue, (b) the policy 

under consideration to address the data privacy rights issue, and (c) how stakeholders may participate 

in the policy-making process.

In addition to this notification process, policy-makers should also consider using the internet and social 

media as channels for discussing with stakeholders and seeking their input on proposed data privacy 

rights policies.

169  ibid 23.

170  ibid.

171  ibid.
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To complement the use of  the internet, policy-makers may consider suggestion boxes on their internet 

website or via social media handles where members of  the public can make suggestions or raise issues 

concerning the policy-making agenda. 

7.8 ECOWAS policy-making should facilitate the participation of a wider group of stakeholders in 
the Member States

Policy-makers at the ECOWAS regional level may consider creating processes by which Member State 

can notify regional stakeholders and their citizens of  policy proposals considered by ECOWAS policy-

makers and how to participate in such policy-making.
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Chapter 8 

Emerging tech policy issues in West Africa

This chapter, which complements the subject matter of  this report discusses some of  the emerging tech 

policy issues having social, economic and political ramifications, and have recently attracted the attention 

of  some stakeholders in West Africa. The chapter also discusses policy initiatives presently undertaken, 

or how policy discussions may be framed to address these issues. The reference to ramification in 

this context means that the tech policy issue presents as a substantive issue of  a social, economic or 

political nature. The chapter identifies and discusses two tech policy issues under the economic and 

political categories, while only one issue is discussed under the social category. 

While the issues discussed under each categorisation in this chapter may not be exhaustive, it is only 

meant to highlight tech policy issues that would impact the various spheres of  human interaction, i.e., 

social, economic and political. In addition, some of  these tech policy issues may, depending on the 

perspective from which it is viewed be substantively related to more than one categorised area. 

8.1 Social

8.1.1 Digital inclusion

Digital inclusion is the ability of  individuals and groups to access and use ICT services.172 Digital 

inclusion is not the same as access to the internet which is intended to bridge the gap between 

demographics and regions that do not have access to basic ICT services (the digital divide). Rather, it 

encompasses, not only internet access but also the availability of  hardware and software; relevant content 

and services; and training for the digital literacy skills required for effective use of  ICT services. From a 

social perspective, the ability of  individuals to access and use ICT services has not only enhanced their 

172  Samantha Becker et al, ‘Building Digital Communities: A Framework for Action’ (2011) <https://digital.lib.washington.edu/

researchworks/bitstream/handle/1773/19676/TASCHA_BuildingDigitalCommunities_Framework.pdf?sequence=1&isAllowed=y> 

accessed 19 December 2021, p. 1.  

https://digital.lib.washington.edu/researchworks/bitstream/handle/1773/19676/TASCHA_BuildingDigitalCommunities_Framework.pdf?sequence=1&isAllowed=y
https://digital.lib.washington.edu/researchworks/bitstream/handle/1773/19676/TASCHA_BuildingDigitalCommunities_Framework.pdf?sequence=1&isAllowed=y
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social well-being by facilitating newer ways of  sharing and accessing information. Multiple research173 

have shown that digital inclusion can unlock growth and innovation in national economies thereby 

contributing to the socio-economic development of  that country/countries. According to Google and 

the International Finance Corporation (IFC), Africa’s digital economy has the potential to generate up 

to $180 billion to Africa’s GDP by 2025 if  ICT usage is properly harnessed.174 This conclusion is based 

among other things on the premise that access to the internetis fostering growth and creating business 

opportunities in Africa.175 For instance, some of  the statistics in support of  this conclusion include ‘a 

10% increase in mobile internet penetration increases GDP per capita by 2.5% in Africa’,176 increasing 

internet access to 75% of  the population could create 44 million jobs.177 It bears emphasis to note that 

of  the total GDP for Sub-Saharan Africa in 2018, 8.6% came from mobile technologies and services, 

translating to a $144.1 billion gain,178 and nearly 3.5 million people were employed in the mobile 

sector, and corresponding taxes contributed another $15.6 billion.179 

Three cardinal principles for promoting digital inclusion are ensuring that the internet is accessible, 

affordable and available.180 The internet is accessible if  everyone within a defined population has 

access to publicly available communications network facilities and services (universal access). The 

internet is affordable if  an internet user is able to purchase it without suffering undue hardship.181 

In this regard, it is worth mentioning that the Alliance for Affordable Internet (A4AI),182 a coalition of  

civil society organisations, international donor organisations and businesses advocating for affordable 

internet around the world, uses ‘1 for 2’ as the template for assessing the affordability of  internet 

access services. ‘1 for 2’ means 1GB of  mobile internet is priced at 2% or less of  the average monthly 

173  GSMA, ‘The Mobile Economy 2021’ (2021) <https://www.gsma.com/mobileeconomy/wp-content/uploads/2021/07/GSMA_

MobileEconomy2021_3.pdf> accessed 19 December 2021; Deloitte, ‘Broadband for All: Charting a Path to Economic Growth’ (April 

2021) <https://www2.deloitte.com/content/dam/Deloitte/us/Documents/process-and-operations/us-broadband-for-all-economic-

growth.pdf> accessed 19 December 2021; Raul Katz, Juan Jung, ‘The Economic Impact of  Broadband and Digitization through the 

COVID-19 Pandemic’ (June 2021) <https://www.itu.int/dms_pub/itu-d/opb/pref/D-PREF-EF.COV_ECO_IMPACT_B-2021-PDF-E.pdf> 

accessed 19 December 2021; and iab, ‘Study Finds Internet Economy Grew Seven Times Faster Than Total U.S. Economy, Created Over 

7 Million Jobs in the Last Four Years’ (18 October 2021) <https://www.iab.com/news/study-finds-internet-economy-grew-seven-times-

faster/> accessed 19 December 2021.

174  Google, International Finance Corporation (IFC), ‘e-Conomy Africa 2020 Africa’s $180 Billion Internet Economy Future’ 

(November 2020) https://www.ifc.org/wps/wcm/connect/e358c23f-afe3-49c5-a509-034257688580/e-Conomy-Africa-2020.

pdf?MOD=AJPERES&CVID=nmuGYF2 accessed 19 December 2021, p. 11.

175  ibid 12.

176  ibid.

177  ibid.

178  ibid.

179  ibid.

180  Samantha Becker et al, ‘Building Digital Communities: A Framework for Action’ (n 172) 11.

181  Ofcom, ‘Results of  Research into Consumer Views on the Importance of  Communications Services and their Affordability’ (22 July 

2014) <https://www.ofcom.org.uk/__data/assets/pdf_file/0010/40231/affordability_report.pdf> accessed 19 December 2021, p. 9. 

182  https://a4ai.org/ 
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income.183 This template is presently adopted by the UN Broadband Commission, ECOWAS, Nigeria and 

Ghana.184 In 2021, A4AI revised this template to ‘5 for 2’, that is the cost of  5GB of  broadband, both 

mobile and fixed, should not be more than 2% of  the average monthly income.185 Lastly, the internet 

is available if  it meets the minimum measurement that must be attained if  quality of  service is to be 

regarded as satisfactory. 

Access to meaningful internet connectivity, one of  the indicators used for measuring digital inclusion has 

remained low in Africa in comparison to other regions of  the world. As of  2021, the internet penetration 

rate was stated to be at 22% for the whole of  Africa186 and 42% for West Africa.187 To improve digital 

inclusion and by extension the digital economy, many West African countries have formulated a strategy 

in their national broadband plan that among other things takes into consideration the following: lifespan 

of  the broadband plan which must be forward looking taking into account the future development of  

the digital economy, setting realistic targets particularly concerning internet penetration rate that is 

hoped to be achieved within a given period during the lifespan of  the national broadband plan, how 

to apply universal access service funds to deliver internet services to both unserved and underserved 

geographic areas, strategies for stimulating the adoption of  ICT usage, pricing/affordability of  internet 

access services, regulatory reforms that will promote the development of  the digital economy and 

how digital internet infrastructure may be developed/financed. Examples of  such documents currently 

in force in West Africa are the Strategic Plan for Digital Cameroon by 2020,188 Nigerian National 

Broadband Plan 2020 – 2025,189 The Gambia Broadband Strategy Plan 2020 – 2024 190 and the 

National Broadband Policy and Implementation Strategy for Ghana.191  

8.2 Economic

8.2.1 Dominance of large online platforms in the digital economy

The digital economy is simply markets in which goods and services utilise the internet for production, 

distribution, trade and consumption. These markets by their nature have relatively low barriers to entry 

and present enormous benefits to businesses, consumers and society. They allow new businesses and 

startups to easily enter a market and attract new customers across borders, they also offer better 

183  A4AI, ‘Affordable Internet is “1 for 2”’ (2021) <https://a4ai.org/affordable-internet-is-1-for-2> accessed 19 December 2021.

184  ibid.

185  A4AI, ‘Journey from 1 to 5’ (2021) <https://1e8q3q16vyc81g8l3h3md6q5f5e-wpengine.netdna-ssl.com/wp-content/

uploads/2021/07/A4AIs-journey-1-to-5-.pdf> accessed 19 December 2021.

186  DW, ‘Can Africa achieve universal internet access by 2030?’ <https://www.dw.com/en/can-africa-achieve-universal-internet-access-

by-2030/a-59729090> accessed 22 January 2022.

187  Statista, ‘Internet penetration rate in Africa as of  January 2021, by region’ <https://www.statista.com/statistics/1176668/internet-

penetration-rate-in-africa-by-region/> accessed 22 January 2022.

188  http://cameroundigital.com/wp-content/uploads/2017/05/Plan-strat%C3%A9gique-Cameroun-Num%C3%A9rique-2020_ANG.pdf.

189  https://www.ncc.gov.ng/documents/880-nigerian-national-broadband-plan-2020-2025/file .

190  https://moici.gov.gm/sites/default/files/2021-05/BROADBAND%20POLICY%202024.pdf. 

191  https://moc.gov.gh/sites/default/files/downloads/GhanaBroadbandStrategyFinal.pdf. 
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means of  satisfying consumers by allowing them to easily find new products and services online. 

The digital economy is also an enabler for innovation and economic growth by among other things 

utilising new ways of  engaging in production, logistics and delivery with minimal cost. According to 

research, Africa’s digital economy can contribute $180 Billion to Africa’s GDP by 2025, constituting 

5.2% of  $3.446 Trillion in GDP.192 To harness the opportunities presented by the digital economy, the 

AU considers it necessary to develop a competitive ICT industry and service sector that can lead to 

competitive advantage in the area of  digital exploitation and production.193  

However, with the advent of  the digital economy came along key players in the digital economy 

now referred to as gatekeepers. While the business models of  these gatekeepers may differ in some 

respect, most if  not all of  them are (a) zero-priced (b) large online platforms with a large user base, 

(c) characterised by high network effects (d) intermediating between two sets of  customers and (e) 

have access to and exploits a massive amount of  personal and non-personal data. These gatekeepers, 

bolstered by the unique features of  the digital economy that solidifies their market position, are capable 

of  unfairly exploiting their gatekeeping power to engage in certain conducts that undermines market 

competition and/or erect barriers to entry and innovation in the digital economy. These conducts once 

successfully implemented are indicative of  market failure and if  left unchecked would lead to higher 

prices, constrained consumer choice, market foreclosure of  competitors and retarded innovation in 

the digital economy. The result is the whittling down of  any attempt by the government to develop a 

competitive digital economy.

This concern for the economic impact of  the activities of  these gatekeepers has prompted competition 

authorities and the government in several jurisdiction to conduct studies194 and/or inquiries195. These 

market studies and inquiries seek to understand whether traditional competition law is adequate or 

whether a new form of  economic intervention would be required to ensure that markets in the digital 

economy remain fair and contestable for innovators, businesses, and new entrants. The outcome of  

192  Google, International Finance Corporation (IFC), ‘e-Conomy Africa 2020 Africa’s $180 Billion Internet Economy Future’ (n 174) 15.

193  African Union, ‘Digital Transformation Strategy for Africa (2020 - 2030)’ (n 40) 23.

194  Jason Furman et al, ‘Unlocking Digital Competition Report of  the Digital Competition Expert Panel’ (March 2019) <https://assets.

publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/785547/unlocking_digital_competition_furman_

review_web.pdf> accessed 23 December 2021; Japan Fair Trade Commission, ‘Report Regarding Trade Practices on Digital Platforms 

(Business-to-Business Transactions on Online Retail Platform and App store)’ (31 October 2019) <https://www.jftc.go.jp/en/pressreleases/

yearly-2019/October/191031.html> accessed 29 December 2021; Competition & Markets Authority, ‘Online Platforms and Digital 

Advertising Market Study (2020) <https://www.gov.uk/cma-cases/online-platforms-and-digital-advertising-market-study> accessed 23 

December 2021.

195  Australian Competition & Consumer Commission, ‘Digital Platforms Inquiry’ (26 July 2019) <https://www.accc.gov.au/publications/

digital-platforms-inquiry-final-report> accessed 23 December 2021; House Committee on the Judiciary, ‘Investigation of  Competition 

in Digital Markets’ (2020) <https://judiciary.house.gov/issues/issue/?IssueID=14921> accessed 23 December 2021; Australian 

Competition & Consumer Commission, ‘Digital Platform services Inquiry 2020 - 2025’ (ongoing) <https://www.accc.gov.au/focus-areas/

inquiries-ongoing/digital-platform-services-inquiry-2020-2025> accessed 23 December 2021.  
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these studies and inquiries have led the competition authority in Australia, EU, Germany, South Korea 

and many other countries to introduce new competition rules. Some of  these new rules sets out the 

criteria for designating a gatekeeper otherwise referred to as an online platform with ‘strategic market 

status’ or a large digital company, and the list of  activities a gatekeeper is prohibited from engaging in.196 

In Africa, the competition authorities of  Egypt, Kenya, Nigeria and South Africa in recognising the 

unique competition issues that can arise from digital markets released a joint statement on 18 February 

2022 committing to collaborate with respect to the enforcement of  competition regulation in digital 

markets.197 In particular, they among other things agreed to collaborate by scoping conducts in digital 

markets subject to investigation in other jurisdictions, and researching barriers to the emergence 

and expansion of  African digital platforms that may stimulate competition for the benefit of  African 

consumers and economies’.198   

Although it should be noted that the Competition Commission South Africa (CCSA) had earlier in May 

2021 taken note of  similar concerns and accordingly acted by commencing the online intermediation 

platforms market inquiry.199 The inquiry focuses on online intermediation platforms for goods, services 

and software, such as, e-commerce marketplaces, vertical classifieds, software app stores, travel and 

accommodation aggregators, and food delivery services platforms. The scope of  inquiry is on (a) market 

features that may hinder competition amongst online platforms, (b) market features that may give rise to 

discriminatory or exploitative treatment of  business users, and (c) market features that may negatively 

impact on the participation of  SMEs and/or historically disadvantaged firms. This inquiry, which is 

ongoing at the time of  this report, will according to the CCSA inform effective regulatory intervention 

in digital markets given its increasing importance in the digital economy.200 

At the ECOWAS regional level, the ECOWAS Regional Competition Authority (ERCA) has not indicated 

any interest, or enforcement priorities with regards to the digital economy that spans West Africa. 

Undeniably, a properly designed and enforced economic intervention in this regard, will among 

other things, preserve the openness of  the internet by eliminating artificial barriers to entry, ensure 

contestability and innovation, promote digital inclusiveness and improve consumer benefits in Africa’s 

growing digital economy.

196  Competition & Markets Authority, ‘Compendium of  Approaches to Improving Competition in Digital Markets’ (29 November 2021) 

<https://www.gov.uk/government/publications/compendium-of-approaches-to-improving-competition-in-digital-markets> accessed 23 

December 2021, pp. 53 – 109.

197  Africa Heads of  Competition Dialogue, ‘Joint Statement of  the Heads of  Competition Authorities Dialogue on Regulation of  Digital 

Markets’ (18 February 2022) <https://www.compcom.co.za/wp-content/uploads/2022/02/Joint-Statement-of-the-Heads-of-Competition-

Authorities-Dialogue-on-Regulation-of-Digital-Markets.pdf> accessed 22 February 2022, p. 2.  

198  ibid.

199  Competition & Markets Authority, ‘Compendium of  Approaches to Improving Competition in Digital Markets’ (n 196) 102 - 103.

200  ibid 103.
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8.2.2 Cross-border data transfers and the African Continental Free Trade Area 
(AfCFTA)

Cross-border data transfers are very important to international trade as it can either constitute the 

object of  the trade (e.g., digital files containing music, books or movies) or facilitate cross-border 

trading activities (for instance the transfer of  personal data of  an individual for use in processing an 

out of  country financial service transaction). While there is some economic evidence of  the positive 

impact data exploitation has on the digital economy, this has not deterred many national governments 

in West Africa from adopting data policy measures that places restriction on how data may be used or 

transferred out of  jurisdiction, thus erecting barriers to cross-border digital trade. For instance, both 

Nigeria and Senegal have instituted a data policy measure that obligates data localisation, that is the 

obligation that data be stored or processed only within territory. Other West African countries such as 

Cape Verde and Cote d’ Ivoire impose a conditional restriction on cross-border data transfers according 

to provisions in their data protection legislation.

On 21 March 2018, the Agreement establishing the African Continental Free Trade Area (AfCFTA) was 

signed at the 10th Extraordinary Summit of  the AU Assembly in Kigali, Rwanda, and on 30 May 2019 

AfCFTA entered into force. AfCFTA is Africa’s most ambitious integration effort and the largest free 

trade area in the world in terms of  the number of  participating countries. It has the potential to increase 

intracontinental export and exports to non-African countries by over 81% and 19% respectively,201 lift 

30 million people constituting 1.5% of  Africa’s population out of  extreme poverty,202 and reduce the 

poverty head count in West Africa by 12 million people.203 However, pursuant to art. 15 (c) (ii) of  the 

Protocol of  Trade in Services to AfCFTA, state measures adopted to protect the privacy of  individuals in 

relation to the processing and dissemination of  personal data would not be deemed discriminatory or a 

disguised restriction on trade in services. Thus, a state party relying on this provision could legitimately 

adopt a state measure that prohibits the cross-border transfer of  personal data and justify such measure 

on the grounds of  privacy protection. A typical example is where the cross-border transfer of  data is 

prohibited unless certain conditions are met provided in most privacy or data protection legislation of  

West African countries.

The economic implication of  such exempted measure in this circumstance is that it raises the cost 

for businesses that decide to process personal data abroad for their business needs,204 with some of  

them lacking the required capability to comply. Their inability to comply with these measures exposes 

them to fines from the appropriate DPA for failing to have an adequate system for cross border data 

201  World Bank, ‘The African Continental Free Trade Area: Economic and Distributional Effects’ (27 July 2020) <https://openknowledge.

worldbank.org/handle/10986/34139> accessed 25 December 2021, p. 4.

202  ibid 5.

203  ibid 7.

204  Martina Ferracane, ‘Restriction on Cross-Border Data Flows: A Taxonomy’ (27 November 2017) <https://ecipe.org/wp-content/

uploads/2017/11/Restrictions-on-cross-border-data-flows-a-taxonomy-final1.pdf> accessed 26 December 2021, pp. 2 – 3.
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transfers.205 Unfortunately, because such measures have the effect of  deterring Micro, Small and Medium 

Enterprises (MSMEs) from using data across borders, there is a limitation on their ability to access new 

markets. These measures constitute a form of  digital trade restriction that has the potential to make the 

application of  AfCFTA to the digital economy very difficult.

Recognising the importance of  data transfers to the Africa’s digital economy, and to realise the economic 

goals of  AfCFTA, the AU in collaboration with ECOWAS and other regional economic communities have 

committed to establishing a digital single market in Africa where free movement of  persons, services 

and capital is guaranteed, and businesses can access and engage in online activities across the African 

continent.206 To achieve this, the AU proposed to support the development of  a national, regional and 

continental regulation to enable the free flow of  non-personal data207 and the establishment of  a data 

policy framework for Africa.208 As a first step in achieving these, the AU commissioned the drafting 

of  a framework to regulate the use of  data across Africa. The framework seeks to create a safe and 

trustworthy digital environment that supports the development of  a sustainable and inclusive African 

digital economy and society.209 The first stakeholder consultation on this data policy framework was 

held online on 17 July 2021,210 followed by a stakeholder consultation workshop on 29 July 2021.211 

The final document containing this data policy framework was presented to the Meeting of  African 

Ministers of  Communications in late November 2021 but yet to be made publicly available at the time 

of  this writing. 

8.3 Political

8.3.1 Electronic voting

Electronic voting also known as e-Voting refers to any voting process where vote casting and election 

results counting are done through ICTs. It is the integration of  technology/electronics to improve or 

enhance the democratic voting process from the identification of  voters to casting and counting votes 

205  ECIPE and Kearney Global Business Policy Council, ‘The Economic Costs of  Restricting the Cross-Border Flow of  Data’ (30 June 

2021) <https://www.wita.org/atp-research/cross-border-data-restrictions/> accessed 4 January 2022, p. 20.

206  African Union, ‘Digital Transformation Strategy for Africa (2020 - 2030)’ (n 40) 2.

207  ibid 8.

208  ibid 47.

209  Research ICT Africa, ‘Online consultation: Call for submissions on Africa Data Policy Framework’ (17 July 2021) <https://

researchictafrica.net/2021/07/17/online-consultation-call-for-submissions-africa-data-policy-framework/> accessed 26 December 

2021.

210  Research ICT Africa, ‘Consultation Workshop: Africa Data Policy Framework, Africa Union Commission’ (5 August 2021) <https://

researchictafrica.net/2021/08/05/consultation-workshop-africa-data-policy-framework-african-union-commission/> accessed 26 

December 2021.

211  ibid.
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in elections and referendums through the use of  ICT devices.212 As a social-political concept e-Voting 

has gained traction around the world but is relatively new in West Africa where the penetration rate of  

ICTs is still low. Propositions put forward for e-Voting include the fact that it removes physical barriers 

to voting as it can be done remotely from the comfort of  one’s home or via the internet or via the use 

of  a variety of  electronic kiosks. In addition, election results obtained from an e-Voting process are 

rarely subject to human interference such as rigging as the results are more reliable and easily verified.

However, for any election conducted through e-Voting to be valid certain requirements must be satisfied. 

Firstly, the election must be held in a manner that ensures that all eligible voters are registered and able 

to vote. Secondly, voting must be handled equitably so that each individual has one vote, and lastly, 

elections must allow voters to freely express their will, which entails voting privacy.213 These cumulative 

requirements are recognised as universal suffrage articulated in both Article 2 of  the 1948 Universal 

Declaration of  Human Rights214 and Article 25 of  the 1966 International Covenant on Civil and Political 

Rights215. These provisions are the foundational global legal commitments on regular free and fair 

elections. For decades, African Electoral Management Bodies (EMBs) have relied on manual systems 

to conduct general elections, resulting in disputed elections, high operating costs, opportunities for 

electoral fraud and manipulation of  results.216 E-Voting is expected to address these short comings of  

manual elections and reduce the possibility of  human mistakes or intervention in the counting of  votes 

and the administration of  election results.

In Africa, it is a common trend for elections to be expensive and impact negatively on the Gross 

212     Kelvin Joseph Bwalya and Saul F.C. Zulu, ‘Handbook of  Research on E-Government in Emerging Economies: Adoption, E-Participation, 

and Legal Frameworks’ 2012 cited in IGI Global, ‘what is e-voting?’, <https://www.igi-global.com/dictionary/voters-perception-adequacy-

suitability-voting/8953> accessed 24 December 2021.

213     Rivka Weill, ‘Chapter 7: Election integrity: the constitutionality of  transitioning to electronic voting in comparative terms’, Digital 

Democracy in a Globalized World, Elgar Law, Technology and Society series, 2017 p. 144 -145.

214     UDHR Article 21. (1) Everyone has the right to take part in the government of  his country, directly or through freely chosen 

representatives. (2) Everyone has the right to equal access to public service in his country. (3) The will of  the people shall be the basis of  

the authority of  government; this will shall be expressed in periodic and genuine elections which shall be by universal and equal suffrage 

and shall be held by secret vote or by equivalent free voting procedures.

215      ICCPR Article 25. Every citizen shall have the right and the opportunity, without any of  the distinctions mentioned in article 2 

and without unreasonable restrictions: (a) To take part in the conduct of  public affairs, directly or through freely chosen representatives; 

(b) To vote and to be elected at genuine periodic elections which shall be by universal and equal suffrage and shall be held by secret 

ballot, guaranteeing the free expression of  the will of  the electors; (c) To have access, on general terms of  equality, to public service in 

his country

216     Ephraim Okoro,’ A Cost-Benefit Analysis of  Electronic Voting Operations and Capabilities in sub-Saharan Africa’, Howard 

University Journal of  Business & Economic Policy, 2016,   <https://jbepnet.com/journals/Vol_3_No_3_September_2016/2.

pdf>accessed 26 December 2021.

https://www.igi-global.com/dictionary/voters-perception-adequacy-suitability-voting/8953
https://www.igi-global.com/dictionary/voters-perception-adequacy-suitability-voting/8953
https://jbepnet.com/journals/Vol_3_No_3_September_2016/2.pdf
https://jbepnet.com/journals/Vol_3_No_3_September_2016/2.pdf


65

Chapter 8 | Emerging tech policy issues in West Africa

Domestic Product (GDP).217 A study revealed that the cost of  conducting a parliamentary election in 

Ghana increased by 59% between 2012 to 2016.218 Similarly, Kenya’s election for 19.2 million voters 

was more expensive (at $28 per capita) than in India, with 214 million voters. The cost of  elections in 

Liberia rose from $13 million in 2005 to $74 million in 2017.219 This high cost of  elections in Africa 

may be associated with the consistent need to reprint and transport election materials to various 

polling units, and even the result collation process. The estimated saving on the switchover to Electronic 

Voting Machines (EVM) in India in 2009 was approximately $10.5 million, while 8,000 tons of  paper 

was saved because no ballot papers had to be printed.220 Potential long-term cost savings include 

savings in poll worker time, and reduced costs for the production and distribution of  ballot papers.

Even with the perceived cost implications for the manual vote, there are still concerns regarding 

the implementation of  e-Voting, particularly the issue of  transparency. In Congo, during the 2018 

presidential election, e-Voting machines were acquired for use in the electoral process. However, at the 

time even the opposition candidate now incumbent President Felix Tshisekedi, expressed his concerns 

about the machines on the belief  that the results could equally be manipulated.221 In Namibia, as means 

to ensure transparency and build confidence in the e-Voting process in 2014 when Namibia became 

the first African country to deploy electronic voting machines, they also employed a Voter-Verified 

Paper Audit Trail (VVPAT). The VVPAT made the use of  voting machines subject to the concurrent use 

of  a verifiable paper trail for every vote cast by a voter, and each vote cast is validated by a paper 

trail count.222 The VVPAT was created to allow voters to confirm that their vote was cast accurately, to 

identify potential election fraud, and to give a mechanism to audit the voting process. E-Voting also 

addresses the issue of  voter fraud with the introduction of  voter’s registration and verification through 

electronic means. In Nigeria, in 2015, the Independent National Electoral Commission (INEC) deployed 

the use of  Smart Card Readers (SCR) for the conduct of  the elections. The plan was to verify Permanent 

Voter Cards (PVCs) presented by voters at polling units and ensure that they are genuine, and to also 

biometrically authenticate the person who presents a PVC at the polling unit and ensure that they 

217 Abdi Latif  Dahir, ‘Africans pay a hefty economic price to uphold their democracies’ (27 February 2019)  <https://finance.yahoo.com/

news/africans-pay-hefty-economic-price-070041139.html> accessed 30 December 2021.

218  Kojo Asante and Franklin Oduro, ‘The Cost of  Parliamentary Politics in Ghana’ Westminster Foundation for Democracy, 2016, 

<https://www.wfd.org/wp-content/uploads/2020/10/Cost-of-Parliamentary-Politics-in-Ghana160920.pdf> accessed 29 December 

2021.

219     Udo Jude Ilo and Ayisha Osori, ‘COVID-19 Disruptions and use of  Technology in Elections: Lessons for West Africa’, Open Society 

for West Africa Initiative (OSIWA), <https://www.osiwa.org/newsroom/covid-19-disruptions-and-use-of-technology-in-elections-lessons-

for-west-africa/> accessed 29 December 2021.

220     Commissioner U. Freyer ‘Use of  ICT in Electoral Processes Introduction of  Electronic Voting In Namibia’, Electoral Commission of  

Namibia, 2017 <https://www.idea.int/sites/default/files/multimedia_reports/transcripts/2017-11-22-Namibia_Introduction-of-electronic-

voting_4.pdf> accessed 29 December 2021.

221     Christopher Giles, ‘DR Congo elections: Why do voters mistrust electronic voting?’, BBC News, 2018 <https://www.bbc.com/news/

world-africa-46555444> accessed 24 December 2021.

222     Electoral Institute for the Sustainable Democracy in Africa, ‘Electronic voting and the 2014 Namibian General Election’< https://

www.eisa.org/pdf/nam2014eisa.pdf>accessed 28 December 2021.
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are the legitimate holder of  the card.223 Ghana has also responded by successfully implementing the 

Biometric Voters Management System in its 2020 general election, it is similar to the Bimodal Voter 

Accreditation System recently used in Nigeria which combines fingerprint and facial biometrics to verify 

the identity of  voters.224

A challenge currently affecting the use of  e-Voting in West Africa is the lack of  an appropriate legal 

framework. For e-Voting technology to be legitimately utilised, it must be authorised by statute with 

care to avoid any likely constitutional infringements. In Nigeria, the national legislature, plans to pass 

the Electoral Act Amendment Bill 2021, in which Clause 50(2) completely prohibits the transmission of  

votes by electronic means.225 The legislature had claimed that the rationale for the prohibition is amongst 

other things, the low internet penetration in many regions of  Nigeria and a plight that many West 

African countries still face. According to NCC, the telecommunications regulator in Nigeria, broadband 

penetrations still stand at 40.6%, which is well below the average rate.226 If  e-Voting is implemented 

where it is established that broadband penetration rates are low, there is the fear that a large portion of  

the population could be disenfranchised thus affecting the constitutionality of  the process as well as the 

universal suffrage requirement. Conversely, in Namibia, the use of  the Electronic Voting Method (EVM) 

was given legal backing by the Namibian Electoral Act of  2014 and supplemented by the requirement 

for VVPAT. This is said to have been influenced by a case in India, in which the Supreme Court ruled that 

a verifiable paper trail, should be indispensable for voter confidence in the voting system. 227

As earlier mentioned in the discussion under digital inclusion, West Africa suffers greatly from a deficit 

in citizenry’s access to ICTs. This deficit in access to ICTs further challenges the implementation of  

e-Voting. There may, arguably be a need for West African governments to set up modalities that build 

electorates’ confidence in e-Voting as it appears to be the future of  elections and offers access to a 

wider demography.

223     Elizabeth Ogunbamowo, ‘Explainer: What You Need To Know About Bimodal Voter Accreditation System To Be Used During 

Anambra Election’, Sahara Reporters, 2021 <http://saharareporters.com/2021/10/28/explainer-what-you-need-know-about-bimodal-

voter-accreditation-system-be-used-during> accessed 25 December 2021.

224     Cision PR Newswire, ‘Neurotechnology Biometric Voter Management System Used Successfully in Ghana General Elections’ 

<https://www.prnewswire.com/il/news-releases/neurotechnology-biometric-voter-management-system-used-successfully-in-ghana-

general-elections-846236490.html> accessed 29 December 2021.

225     Tomiwa Onaleye, ‘The real issues surrounding the electronic transmission of  election results by INEC’ Technext.ng, 2021 

<https://technext.ng/2021/07/08/the-real-issues-surrounding-the-electronic-transmission-of-election-results-by-inec/>accessed 28 

December 2021.

226     Temitayo Jaiyeola, ‘Nigeria’s broadband penetration rises by 91.70% in four years’, The Punch Newspaper, 21st June 2021 

<https://punchng.com/nigerias-broadband-penetration-rises-by-91-70-in-four-years/> accessed 27 December 2021.

227     Dr. Subramanian Swamy v. Election Commission of India (2013) 10 SCC 500. 
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8.3.2 Online manipulation and disinformation

Technological developments have made political participation more inclusive. Social media networks 

and online platforms like Facebook, Twitter, YouTube, etc are now used as a tool for citizens mobilisation 

and engagement. They are also used to contribute to political discussions, the effect which can help 

shape political agenda, or in extreme cases purposely influence the outcome of  an election. A spinoff  

of  this development is civic technology (or ‘civic tech’), the use of  ICTs to either galvanise community 

action in support of  a public purpose, or to enhance government transparency in its processes and 

decision-making. From a political perspective the use of  ICTs for political engagement offers numerous 

advantages such as allowing users to act, independent of  the core political space through circumventing 

traditional media outlets hitherto considered as information gatekeepers.228 The use of  ICTs offers a 

means by which citizens can exert influence on the relevant political stakeholders and institutions on 

issues of  public concern.229 These ICTs also provide opportunities for original creativity as seen in User 

Generated Content (UGC),230 and has a wider reach of  audience.231 According to the Government of  the 

United Kingdom, online manipulation and disinformation as used in the context of  political activities 

refer to false or dishonest information created to manipulate an audience for political gain.232 Unlike 

misinformation, disinformation is ‘dangerous because it is frequently organised, well resourced, and 

reinforced by automated technology’.233 

At a fundamental level, online manipulation and disinformation comprises the following key elements, 

(a) malicious actors who create and push content online with the intention to manipulate and deceive 

the public. These malicious actors range from state-backed actors to social/political movements and 

individuals who are all motivated by political interests, (b) the online platforms that serve as a vehicle 

for the distribution and sharing of  the content. The distribution of  the content could for instance be 

facilitated through opportunities created for malicious actors to monetise their manipulative content 

on the platform, using proprietary recommendation algorithm to provide platform users with relevant 

content based on their interests and platform engagement tools such as likes, tags and shares,234 

and lastly (c) the audience who become susceptible to the manipulative content by willfully engaging 

with them. Audience susceptibility to manipulative content has been argued to be as a result of  low 

228  Cathy J. Cohen and Joseph Kahne. ‘Participatory Politics: New Media and Youth Political Action’ (1 June 2021) <https://www.

macfound.org/media/article_pdfs/ypp20survey_bodycover.pdf> accessed 22 December 2021, p. 3.

229  ibid.

230  ibid 4.

231  ibid.

232  House of  Commons Digital, Culture, Media and Sport Committee, ‘Disinformation and ‘fake news’: Interim Report: Government 

Response to the Committee’s Fifth Report of  Session 2017–19’ (23 October 2018) <https://publications.parliament.uk/pa/cm201719/

cmselect/cmcumeds/1630/1630.pdf> accessed 22 December 2021, p. 23.  

233  United Nations Educational, Scientific and Cultural Organization (UNESCO), ‘Journalism, ‘Fake News’ and Disinformation: A Handbook 

for Journalism Education and Training’ (2018) <https://unesdoc.unesco.org/ark:/48223/pf0000265552> accessed 22 December 2021, 

p. 7. 

234  Eileen Culloty and Jane Suiter, Disinformation and Manipulation in Digital Media (Routledge 2021), p.4.
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cognitive ability that renders an individual susceptible to disinformation,235 or the use of  manipulative 

content to trigger negative emotion and influence the judgement of  the audience who in turn share (or 

propagate) such content.236

While not illegal per se from a criminal justice perspective, nevertheless the harmful effects of  

disinformation in manipulating audiences for political purposes raises important questions of  public 

interest that deserves a public policy intervention.237 From a human rights perspective, the challenge with 

designing such a policy ultimately turns on the question: to what extent would freedom of  expression, 

including the ability to share and impact knowledge in a public space be preserved by the policy. This is 

more so now that technologies such as the internet are now considered a powerful tool for reinforcing 

and advancing democratic goals. In West Africa, actions taken by national governments in response to 

disinformation include arrests and possible prosecution for spreading ‘fake news’ in countries like Benin 

and Cote d’ Ivoire. Burkina Faso has enacted a law to criminalise the publication of  fake news. Nigeria 

amended the 6th Edition of  the Nigeria Broadcasting Code 2019 to, among other things, set standards 

for broadcasting UGC and prohibiting UGC that constitutes fake news. Countries such as Cameroon and 

Togo have been known to take extreme measures such as internet shutdowns as means of  preventing 

the spread of  disinformation during an election period. 

235  Jonas De keersmaecker and Arne Roets, ‘‘Fake News’: Incorrect, but hard to correct. The Role of  Cognitive Ability on the Impact of  

False Information on Social Impressions’ (November 2017) <https://isiarticles.com/bundles/Article/pre/pdf/150515.pdf> accessed 25 

December 2021.

236  Soroush Vosoughi, Deb Roy and Sinan Aral, ‘The Spread of  True and False News Online’ (9 March 2018) <https://ide.mit.edu/wp-

content/uploads/2018/12/2017-IDE-Research-Brief-False-News.pdf> accessed 25 December 2021.

237  Ronan Ó Fathaigh,Natali Helberger and Naomi Appelman, ‘The Perils of  Legally Defining Disinformation’ (4 November 2021) 

<https://policyreview.info/articles/analysis/perils-legally-defining-disinformation> accessed 29 December 2021.
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